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Työn ohjaaja: Dosentti Timo Korhonen
Tämä diplomityö käsittelee virtuaaliyrityksiä ja yritysten välistä
sovellusintegraatiota. Virtuaaliyritykset on tässä työssä määritelty useista
yrityksistä muodostuviksi dynaamisiksi organisaatioiksi, jotka on luotu
kestoltaan rajoitetun liiketoimintamahdollisuuden hyödyntämiseksi. Niiden
toiminta perustuu keskeisesti modernin informaatioteknologian suomiin
mahdollisuuksiin. Yritysten välinen sovellusintegraatio puolestaan pyrkii
ratkaisemaan
ongelmia,
joita
syntyy
kun
yritysten
välisiä
liiketoimintaprosesseja ja tiedonsiirtoa pyritään automatisoimaan kahden tai
useamman epäyhtenäisen tietojärjestelmän välillä. Virtuaaliyritysten
integrointi luultavasti tuottaa erityishaasteita perinteiselle yritysten väliselle
sovellusintegraatiolle, sillä virtuaaliyritykset ovat rakenteeltaan sekä joustavia
että muuttuvia ja niissä todennäköisesti korostuvat tietojärjestelmien
epäyhtenäisyydestä johtuvat ongelmat.
Tässä diplomityössä tutkitaan virtuaaliyritysten vaikutusta yritysten väliseen
järjestelmäintegraatioon.
Vaikutuksia
tutkitaan
selvittämällä
ne
erityisvaatimukset, jotka virtuaaliyritykset mahdollisesti asettavat yritysten
väliselle sovellusintegraatiolle. Diplomityössä esitellään myös vallitsevat
yritysten välisen sovellusintegraation ratkaisumallit ja niiden keskeiset
komponentit, sekä pohditaan, miten ne soveltuvat virtuaaliyritysten
integraatioon.
Lisäksi
diplomityössä
kuvataan
sisältöpohjaiseen
sanomareititykseen perustuva ratkaisu, joka on suunniteltu toteutettavaksi
TradeXpress-järjestelmään.

Avainsanat: Virtuaaliyritys, yritysten välinen sovellusintegraatio, sisältöön
perustuva sanomanreititysratkaisu
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KEY CONCEPTS
Virtual enterprise: A virtual enterprise is a dynamic, as well as temporary,
network of independent companies that come together to exploit a limited
business opportunity and base their interaction on modern ICT. (see Byrne
1993; Goranson 2003; Putnik et al. 2005)
Virtual breeding environment: Virtual breeding environments are long-term
organizations that nurture the creation and operation of virtual enterprises.
The carrying idea is that a group of corporations that have the potential and
will to build virtual enterprises make preliminary cooperation arrangements
and form a virtual breeding environment. When the conditions for cooperation
are set, dynamic virtual enterprises can be derived from the virtual breeding
environment. (see Putnik et al. 2005; Vallejos et al. 2007; Camarinha-Matos &
Afsarmanesh 2007)
Business-to-business integration: Business-to-Business integration aims
to solve the issues that arise from an attempt to automate heterogeneous
cross-organizational business processes and flow of information between
heterogeneous applications. The main obstacles that business-to-business
integration tries to solve are a result of heterogeneity of trading partners’
application semantics, information content and platforms. (see Samtani 2002;
Linthicum 2004)
Integration server: The fundamental idea of integration servers is to enable
all types of integration within an enterprise and between trading partners.
Integration servers aim to provide an all-in-one solution for integration
technology. (see Samtani 2002; Linthicum 2004)
Intelligent routing solution: Intelligent routing solution is a system designed
to TradeXpress integration server that addresses an ISP’s need to create
flexible message-based interfaces between its customers and their business
partners. The intelligent routing solution is founded on content-based routing.
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1. INTRODUCTION
1.1 BACKGROUND
Enterprises are currently encountering difficulties in aligning with the highly
dynamic marketplace. Progressive globalization and rapidly evolving
technology have made the operational environment for companies fasterpaced as well as more unpredictable than ever before (Grönroos 2003, p.1).
Simultaneously, advances in information and communications technology
(ICT) have opened new business opportunities and prepared the way for
companies to establish new forms of inter-company collaboration. One of the
most intriguing new collaborative organizational forms is virtual enterprise
(VE). The emergence of VEs has been triggered by both the external
pressures from the dynamic marketplace (Weisenfeld et al. 2001, p.326) and
by modern ICT, which makes sophisticated inter-company cooperation
possible (Grönroos 2003, p.2).
In a VE, a number of independent companies combine their specialties to
form a reconfigurable inter-company network using modern ICT, in order to
exploit a limited business opportunity. The most recent form of VE is
characterized by inexpensive and opportunistic formation, as well as highly
dynamic configuration. Dynamic configuration means changing partners,
partner roles and business processes after VE formation and eventual
dissolution when business objectives are met. (Goranson 2003, p.113) The
property of dynamic configuration also promises VEs the flexibility required to
cope with the turbulent market. However, heterogeneity of partnering
companies poses a significant threat to the promised flexibility. Basically, a
VE must be able to deal with considerable variance in organizational
processes, information systems, data formats and business semantics of the
partnering companies, both during formation and operation. In order to
achieve sufficient level of interoperability between VE partners, the
heterogeneity issues need to be overcome. Hence, an important VE success
factor is integration, spanning both organizational and technological levels.
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One part of the integration domain is business-to-business integration (B2Bi),
which essentially aims at integrating trading partners’ business processes,
applications and systems. One of the main obstacles of achieving integration
between any two partners is the heterogeneity of their systems, applications
and business processes. Moreover, many of the B2Bi solutions have been
originally designed to best suit the needs of stable partnerships, which VEs
evidently are not. Hence, VEs are likely to cause extra concern for B2Bi,
because of the aforementioned heterogeneity of VE partners and the dynamic
configuration of VEs. Viewed from another perspective, B2Bi may represent
an obstacle for VEs, which inhibits them from reaching their full potential.
Researching this intertwined relationship between VEs and B2Bi is the main
objective of this thesis.

1.2 OBJECTIVES OF THE THESIS
In this thesis, the emphasis is on analyzing VE formation and operation as
B2Bi problems. The problems are approached by answering three specific
research questions. Firstly, what kind of requirements do VEs set to B2Bi?
VEs are likely to differ considerably from traditional partnerships and
collaborative networks in numerous aspects. Thus, they are also likely to
have a unique set of requirements for underlying support infrastructures and
inter-enterprise integration in general. To answer the first question, the
distinctive characteristics of VEs, their life cycle and requirements they set on
ICT infrastructures need to be uncovered.
Secondly, what are the main approaches to B2Bi and the central components
of B2Bi, and how they support VE integration? B2Bi is not a new application
area, and many different approaches, as well as technologies, have been
created to address the varying needs of different enterprises and trading
communities that seek inter-enterprise integration. As a response to the
second research question, the main B2Bi approaches and technologies are
presented. Consideration is put on how these conform to the requirements set
by VEs. Currently, B2Bi landscape is evolving and new integration solutions
are being developed to address the changing needs of companies. The main
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trends and emerging components of B2Bi are also discussed in light of VE
requirements.
Thirdly, how a company’s preparedness to join a VE is potentially affected in
case it decides to use the services of an integration service provider (ISP),
which runs an integration server, as its B2Bi strategy? This strategy to B2Bi is
likely to entail advantages but inevitably also some disadvantages. These
aspects are discussed in VE context to address the last research question.

1.3 STRUCTURE OF THE THESIS
This thesis is divided in five chapters (see Figure 1). After the introduction, in
chapter 2, VE is introduced as a distinctive organizational form. This includes
presenting the evolution of the VE concept, the main incentives for VE
formation, the distinguishable characteristics of VEs, the central stages of VE
life cycle and finally, the technological requirements that VEs set on the
support infrastructures. As the objective of this thesis is to evaluate B2Bi in
VE context, the emphasis of chapter 2 is on finding the requirements that VEs
set on B2Bi.
1. Introduction
(Background)
Objectives and
scope of the thesis
2. Virtual Enterprises
(Motivation, characteristics, life cycle and ICT infrastructures)
Implications on
VE integration

Requirement

VE integration options
and constraints
3. Business-to-business integration

(Approaches, components, risks and future directions)
4. Intelligent routing solution to TradeXpress
(ISP strategy, Content-based routing, flexible message-based interfaces)
Deliverables from
chapters 2, 3 and
4
5. Concluding remarks
(The effect of VEs to B2Bi)

Figure 1. Structure of the thesis.

The aim of chapter 3 is to map the problem domain of B2Bi and synthesize
the findings to the ones made in the previous chapter. The objective is to go
3

about B2Bi by identifying the main approaches that exist for B2Bi, the central
components of B2Bi used to achieve satisfactory integration solutions
between business partners and the biggest pitfalls that exist in B2Bi projects.
Additionally, chapter 3 entails an attempt to recognize the major trends and
emerging components of B2Bi and consideration, how these are relevant for
VEs. The bottom line of this chapter is to analyze whether the current, as well
as prospective, B2Bi solutions conform to the requirements set by VEs.
In chapter 4, the B2Bi problem domain is viewed from the perspective of ISPs
that offer a wide range of integration services to a variety of customers.
Chapter 4 entails the experimental part of this thesis, in which an intelligent
routing solution (IRS) is designed to a specific integration server,
TradeXpress (TX). This solution will address the need of an ISP to effectively
and flexibly configure the message-based connections between its customers
and their business partners on TradeXpress. Additionally, the implications of
IRS and B2Bi outsourcing strategy to VE integration are discussed in chapter
4. Lastly, conclusions of this thesis are drawn in chapter 5.
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2. VIRTUAL ENTERPRISES
Virtual enterprise is a relatively new organizational concept, but its roots are
lying deep in the theory of network organizations. The concept could be
perceived as “the further optimization and perfection of the basic ideas about
dynamic networking” (Putnik et. al 2005, p.3). However, virtual enterprise
most evidently is an evolving concept, as advances in logistics, as well as
ICT, have made it possible for companies to produce more advanced forms of
VEs. The development has led to a new organizational paradigm that is
expected to drive enterprises towards closer alignment with the dynamic
market (Cunha and Putnik 2006, p.vii).
In this chapter, the focus is on capturing the essence of VEs, that is, the
reason why they are formed, what they are like, how they operate, as well as
evolve, and finally, the requirements they set on ICT infrastructures. The
findings of this chapter will serve as a basis for researching the effect of VEs
to B2Bi.

2.1 FROM DYNAMIC NETWORKS TO AGILE VIRTUAL ENTERPRISES
“These are turbulent times in the world of organizations”, Raymond E. Miles
and Charles C. Snow wrote in their article, published in California
Management Review in 1986. Rapid technological change and shifting
patterns of international trade and competition were identified as important
causes for the turbulence. (Miles & Snow 1986, p.62) More than twenty years
later, it seems that the same factors, rapidly evolving technology and
intensified global competition, are forcing companies to constantly rethink
their competitive approaches.
Miles and Snow (1986, p.62) found out that a unique mixture of strategy,
structure and management processes appeared to produce a considerable
result - a new organizational form to be called the dynamic network. The main
characteristics of a dynamic network were, quite interestingly, vertical
disaggregation, brokers, market mechanisms and full-disclosure information
systems. (Miles & Snow 1986, pp.62-65) Interestingly, because the theory
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that involves dynamic networks seems to have an effect also on the theory of
VEs, a concept that was introduced few years later.
In the beginning of 1990’s a new organizational network approach referred to
as virtual organization (VO), begun to gain ground. This was much due to the
cover story of Business Week in February 1993, written by John A. Byrne and
also the book the article was based upon, The Virtual Corporation, written in
1992 by William H. Davidow and Michael S. Malone (Franke 2002, p.2).
Byrne defined the virtual corporation as a network of independent companies
– suppliers, customers, sometimes even rivals - linked by information
technology to exploit a specific business opportunity. The carrying idea is that
companies bring in their core competences to create a flexible “best-ofeverything” organization. Moreover, Byrne stated that information technology
will provide the necessary link between the companies and it must at
minimum enable communication between current and potential partners, until
networks and standards make more sophisticated forms of inter-company
communication possible. (Byrne 1993, pp.37-40)
Since the introduction of the VO concept, many variations of it have emerged.
One of the most central is the virtual industrial enterprise, introduced by
Martin Hardwick et al. (1996). The virtual industrial enterprise manifests that
independent companies unite to combine their specialties in order to exploit a
world-wide product manufacturing opportunity, and go their separate ways as
the opportunity is met (Hardwick & Bolton 1997, p.59). Additionally, Hardwick
et al. (1996) pointed out the importance of standards as an enabler of
communicating industrial information between partners of a virtual industrial
enterprise. Standards, in turn, serve as an important building block for B2Bi,
as chapter 3 reveals.
The concept of virtual industrial enterprises can be used to narrow down the
application area of VOs, concentrating on the manufacturing industry.
Moreover, the term VO can refer to, for instance, virtual municipality
organizations, associating via a computer network, whereas VE always refers
to an alliance of enterprises (Camarinha-Matos & Afsarmanesh 2001, p.337).
To keep the focus on inter-enterprise relations and to avoid confusion, the
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term VO is not used later on in this thesis. An overview of the central
concepts that involve inter-company collaboration is given in Figure 2.
Networked Organization
Virtual Organization
(Dynamic) Virtual Enterprise

Strategic
Alliance
Extended
Enterprise

Stable Virtual
Enterprise

Figure 2. Central concepts of inter-enterprise collaboration (Rocha et al. 2005, p.231).

Recent development has led to the emergence of agile virtual enterprises
(AVEs), one of the most advanced organizational paradigms of today’s
(Cunha & Putnik 2006, p.viii). A VE is conceived agile only if it is created with
the intent of dissolving or reconfiguring at the later stages of its existence
(Goranson 1999 cited in Putnik et al. 2005, p.6). An agile, or advanced, VE is
highly dynamic by its configuration, which allows switching partners or partner
roles after the partnership network is established (Goranson 2003, p.113).
This dynamicity can generally be seen as one of the most important drivers
towards VE setups (Weisenfeld et al. 2001, p.326).
To date, a commonly agreed definition of VE is still missing (Putnik et al.
2005, p.3; Camarinha-Matos & Afsarmanesh 2001, p. 336). Hence, the
following definition was developed to be used throughout this thesis:
A virtual enterprise is a dynamic, as well as temporary, network of
independent companies that come together to exploit a limited
business opportunity and base their interaction on modern ICT.

2.2 INCENTIVES FOR VIRTUAL ENTERPRISE FORMATION
In previous section 2.1, VEs were identified to be formed in response to
specific business opportunities. These opportunities may include, for
example, one-time manufacturing of specific landing gear in case of airplane
7

damage, manufacturing a large batch of products for a promotional activity or
serving the needs of an emerging market niche (Aerts et al. 2002, p.311). In
this thesis, the incentives for creating or joining VEs are grouped into two
categories – internal and external. Internal incentives correspond to building
up the strengths of a company and alleviating the weaknesses. External
incentives, on the other hand, refer to leveraging the opportunities and
avoiding the threats that exist in the market.
Actually, already Byrne (1993) did bring up many of the factors that influence
a firm’s decision to form or join a VE. He stated that companies need to ally to
take advantage of specific business opportunities with limited existence.
Opportunities, such the companies could not exploit by themselves, due to
internal factors, including the lack of resources or skills, excess risk or limited
geographical reach. (Byrne 1993, pp.36-37). In other words, resource
complementarity, risk-sharing and gaining access to partners’ markets is
among key motivations for forming VEs.
The internal incentives presented above hold particularly true for small and
medium-sized enterprises (SMEs). SMEs try to cope with reduced size and
geographical reach and maintain a high degree of specialization in order to
stay competitive. Unlike merging to a larger company, VE setups allow SMEs
to better retain their business autonomy (Gou et al. 2003, p.333). On the
other hand, larger companies may isolate parts of their businesses to gain
more flexibility and better efficiency by creating or joining a VE (Cardoso &
Oliveira 2005, p.15). Hence, a company might be partly conventional and
partly virtual (Mowshowitz 2002, p.125). Moreover, there are no obvious
reasons why a VE could not be both formed by and consist of SMEs, as well
as larger companies. The disabling factors for VE formation are likely to result
from other issues than just mere company size.
An important external incentive for VE formation is building a consortium that
is able to bring the partnering companies into close alignment with the
changing market, in an agile and dynamic manner (Cunha & Putnik 2006,
p.vii). Agility, in turn, is needed to endure the unpredictable changes in the
marketplace by creating fast responses in a cost-efficient way (CamarinhaMatos & Afsarmanesh 2003, p.139). Agility is also considered as a source of
8

competitive advantage in multiple domains, including industrial manufacturing
(Wu & Su 2005, p.119). Besides rapidly changing markets, the fast pace of
technological evolution is a cause for concern for many companies, as noted
in section 2.1. This rapid technological evolution has, among other things, a
noticeable decreasing impact on product life-cycles. And with the shrinking
life-cycles, companies need to respond with more products and product
variants to market, faster than ever before (Cunha & Putnik 2006, p.9).
Additionally, companies need to react quickly to changing customer
requirements and fluctuations in product demand. These are situations where
VEs are expected to deliver considerable results.
A VE’s effect on innovation has also been considered. Technological
innovation, which can be very complex, may often require collaboration
(Weisenfeld et al. 2001, p.324). Being part of a network organization can
make companies more susceptible to confrontation and exchange of new
ideas, which is a basis for innovation (Camarinha-Matos & Afsarmanesh
2003, p.139). However, being virtual and thereby having weak ties to
partners, is not necessarily always virtuous when it comes down to
innovation. Chesbrough and Teece (2002, p.132) have argued that
companies must assess two parameters, that is, capabilities needed to
produce innovation and the type of innovation, before organizing a business
for innovation (see Figure 3). This includes evaluating whether the pursued
innovation is autonomous or systemic, that is, whether it can be pursued
independently

or

it

requires

complementary

innovation.

Additionally,

companies must determine if the capabilities required producing innovation
need to be created in-house or accessed through partnerships. (Chesbrough
& Teece 2002, p.132)
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type of innovation

autonomous

exist
outside

systemic

go
virtual

exist
outside

ally or bring
in-house

bring
in-house

capabiliti
must be
created

Figure 3. Autonomous and systemic innovation (Chesbrough & Teece 2002, p.132)

What kind of industries do benefit from the VE paradigm, then? There are
several examples of VEs from different industries. The application area of
VEs can range from travel agencies using dynamic packaging applications for
automated travel product configuration (Salam & Stevens 2007), to clothing
industry leveraging e-business technology for improved competitiveness
(Tatsiopoulos et al. 2002) and industrial manufacturing (Camarinha-Matos &
Afsarmanesh 2001) aiming for improved supply chain efficiency. In clothing
industry, there has been a strong tendency to keep only the core competence
in-house and outsource rest. Tatsiopoulos et al. (2002) have researched a
real-life VE case, where clothing industry companies sought improved leadtimes with ICT-enabled collaboration. While the companies were able to
create value through reduced lead-times and costs, the case also highlighted
some of the realities of a VE. For instance, many of the potential
subcontractors were not ready on either technological or organizational level
to join the VE. (Tatsiopoulos et al. 2002) Hence, even if the incentives for
joining or creating a VE are strong, the inadequate preparedness of
companies dictates the feasibility of a VE.

2.3 CHARACTERISTICS OF A VIRTUAL ENTERPRISE
VEs were identified in previous sections to be formed in response to market
opportunities, to keep company’s focus on core competences and to alleviate
internal weaknesses and external threats. But what are the main
characteristics of VEs? And which features differentiate VEs from other
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collaborative arrangements, like extended enterprises, strategic alliances and
strategic networks?
According to O’Connell and Nixon (2000, p.453), for a consortium to be
referred as a VE, it must base its co-operation or sheer existence on the use
of ICT. Indeed, modern ICT seems to play an important role in a VE as an
enabler of, for example, application integration, information management and
daily operations. The extensive use of ICT, however, does not sufficiently
separate VEs from more traditional networked organizations, as these
generally use computer networks as inter-links between organizations
(Camarinha-Matos & Afsarmanesh 2001, p.337).
A distinctive characteristic of a VE can be derived from the term virtual
enterprise. Virtuality in an organizational context is seen as an unconventional
social configuration whose structure and functions rely on ICT. Additionally,
these configurations are not as constrained by location and time as traditional
ones. This property enables activities to be geographically spread and
conducted both asynchronously and synchronously. Virtuality also facilitates
creating

corporate

structures

with

amorphous

internal

and

external

boundaries. (Mowshowitz 2002, p.25) In other words, virtuality can be seen
as a property realized through ICT, which helps enterprises alleviate spatial,
as well as temporal, constraints and create flexible company interfaces.
VEs are often established to take advantage of short-lived business prospects
and characterized by their opportunistic behavior (Byrne 1993, p.36; Aerts et
al.

2002,

p.312).

However,

other

collaborations

may

also

behave

opportunistically when they, for example, try to reach their strategic
objectives. The fact that a VE’s configuration may be changed frequently
(Goranson 2003, p.113; Putnik et al. 2005, p.4) in order to capitalize on these
opportunities helps better in distinguishing VEs from other network
organizations, for example, strategic networks. Strategic networks consist of
inter-organizational ties that are of strategic importance and enduring, include
strategic alliances, joint ventures, and other long-term relationships (Gulati et
al. 2000, p.203). Dynamicity in VE setups and possible dismantling after the
objectives are met will most evidently lead into shorter-term inter-company
linkages than in strategic networks.
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Typically, a VE is characterized by its ability to be dynamically reconfigured to
meet, for example, changed resource (Wu & Su 2005, p.120), customer or
market requirements (Cunha & Putnik 2006, p.120). The reconfiguration of a
VE may include changing participant roles, replacing existing partners or
adding completely new ones (Camarinha-Matos & Afsarmanesh 2001, p.337).
The dynamicity basically means that the changes to the VE configuration can
be made while the VE is in operation. This reconfiguration characteristic can
be referred to as reconfiguration dynamics (Putnik et al. 2005) or more
simply, switching (Mowshowitz 2002). For example, in manufacturing it may
be necessary to manufacture 1 to 1000 products simultaneously or adapt lot
sizes from 1 to 1 000 000 (Putnik et al, 2005, p.23). Additionally,
reconfiguration may occur when a product has to be changed and new
competencies need to be acquired, or when a partner needs to be removed
due to poor performance (Cunha &Putnik 2006, p.127). According to
Chalmeta and Grangel (2003, p.146), switching applies to the partners that do
not have high strategic relevance in the network.
With switching, a VE is able take advantage of lower prices for required
goods and services. Switching also promotes efficient allocation of resources,
as well as organizational reflection, as resource allocation requires clearly
defined objectives. (Mowshowitz 2002, pp.44-54) In VE terminology, when
the reconfiguration occurs as a response to changed conditions, the property
is called flexibility or adaptivity. When the reconfiguration is done also
proactively, the property is called agility. (Putnik et al. 2005, p.4) However,
reconfiguration dynamics does not guarantee that a VE can automatically
predict changes in the market or even detect them. This is likely to require a
certain level of finesse from the underlying organizations.
While VE reconfiguration dynamics may sound appealing, it is important to
note that it introduces a new set of costs - called transactions costs (Putnik et
al. 2005, p.5). Every time switching occurs in a VE, a number of
administrative and logistics changes are needed. And changes, in turn,
consume both time and resources. Hence, if the configuration of a VE is
changed too often, the transaction costs may exceed the potential benefits of
reconfiguration dynamics. (Mowshowitz 2002, p.44-54) Besides transaction
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costs, reconfiguration dynamics may be hindered by companies’ tendency to
protect their core competences from other partners.

Therefore, VEs are

forced to develop mechanisms to minimize these reconfiguration disablers.
(Putnik et al. 2005, p.5)
As a summary of sections 2.1-2.3, opportunistic, as well as inexpensive,
formation, limited existence, building upon core competences and extensive
use of ICT, reconfiguration dynamics and flexible company interfaces are
central characteristics of VEs. Throughout this thesis, these characteristics
are used as a basis for analysis, for example, when considering VE life cycle
or the effect of VEs on B2Bi.

2.4 VIRTUAL ENTERPRISE LIFE CYCLE
In VE setups, companies need to band together quickly in order to better
respond to business opportunities. Some VEs are established towards a
single opportunity and once the opportunity is met, the VE will most likely
dismantle (Byrne 1993, p.36; Camarinha-Matos & Afsarmanesh 2001, p.339).
It is also possible that VEs endure for an indefinite number of business
processes

or

for

a

predetermined

time-span

(Camarinha-Matos

&

Afsarmanesh 2001, p.339). The common denominator for both of these
options is that a VE is likely to evolve during its life cycle.
The phases of the life cycle can be referred to as creation and configuration,
operation and finally, dissolution (Camarinha-Matos & Afsarmanesh 2001; Wu
& Su 2005; Nayak et al. 2001). The VE life cycle model used in this thesis is
visualized in Figure 4. Other definitions of the life cycle phases exist in
(Cunha & Putnik 2006; Cardoso & Oliveira 2005; Kanet et al. 1999; Chalmeta
& Grangel 2003), but the activities involved are widely overlapping. The main
differences between the definitions are in how the pre-operation tasks are
categorized and in how much emphasis is given to VE evolution. In this
section, the steps that are performed during the three different phases of the
VE life cycle are presented.
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Opportunity

1. Creation &
Configuration

3. Dissolution

2. Operation

Evolution

Figure 4. Phases of VE life cycle (Camarinha-Matos & Afsarmanesh 2001, p.337,
modified).

2.4.1 CREATION AND CONFIGURATION
The life cycle of a VE is triggered by the identification of a business
opportunity (Cunha & Putnik 2006, p.126; Camarinha-Matos & Afsarmanesh
2007, p.129). Once the opportunity is recognized by the VE initiator or
initiators, some coarse-grained planning is needed in order to track the
required competences and resources for the given opportunity (CamarinhaMatos & Afsarmanesh 2007, p.129). Naturally, without a real and realizable
business opportunity, the formation of a VE is gratuitous. Other activities of
the pre-operation stage involve search for partners and partner selection,
contract negotiations, setting the VE objectives, strategy and governance
principles, designing the cross-organizational business processes and
developing the VE ICT infrastructure (Chalmeta & Grangel 2003, p.145;
Camarinha-Matos & Afsarmanesh 2007, pp.129-131). The VE strategy and
cross-organizational processes may induce adjustments on companies’
internal strategy and processes. For example, new internal processes may
need to be created or improvements made to the existing ones, because in a
VE, work may be conducted in parallel or resources need to be relocated.
Additionally, individual companies’ ICT systems may need to be extended to
support the VE “process map”. (Chalmeta, & Grangel 2003, pp.145-146)
Companies tend to spend much time and resources on establishing traditional
partnerships. The VE creation phase may prove to be very costly, too. To
reduce the time and effort invested in VE creation, some of the most
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ambitious VE research projects have sought to automate parts of the process
with help of modern technology, namely multi-agent systems (MAS) (Cardoso
& Oliveira 2005, pp.14-15). Among other things, missing standardized
information

about

potential

partners,

lack

of

common

collaboration

infrastructure and insufficient level of readiness of companies to join VE
setups inhibit this automation effort. Additionally, overcoming the mismatches
that result from heterogeneity in, for instance, ICT infrastructures, corporate
cultures, working methods and business practices require considerable effort
during the first phase of the VE life cycle. (Camarinha-Matos & Afsarmanesh
2007, p.119)
Particularly, when the window of opportunity is short, the issues listed above
suggest that there may need to be some form of pre-formation collaborative
work conducted between a set of potential VE participants. This pre-formation
collaborative work should address preparedness of companies to join a VE.
Moreover, it should promote fast as well as inexpensive formation and
reconfiguration of a dynamic consortium. According to Camarinha-Matos and
Afsarmanesh (2007, p.120), longer-term VE setups and VEs that are formed
from niche sector companies, already using the same tools and business
practices are likely to be less affected. The preparedness of companies and
the pre-formation work are discussed more closely in sections 2.4.1.1 and 2.5,
respectively.
2.4.1.1 Partners search and selection
The identification of a business opportunity and initial partner selection are
important prerequisite activities for VE formation. Selecting the right mixture
of companies that possess the needed complementary capabilities and
resources and establishing trust-based partnerships in a potentially very short
period of time is essential to the success of a VE (Franke 2002, p.ix).
Additionally, there is a need to develop procedures for searching and
selecting partners that support both formation and reconfiguration dynamics.
As reconfiguration dynamics characteristic of VEs suggests, partners may
need to be added and removed from the consortium during the operation
phase.
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According to Camarinha-Matos and Afsarmanesh (2007, p.119), partners
search and selection is more than a matching process based on
competences and capabilities. They state that different elements, including
previous collaboration experiences and factors of subjective nature influence
the choice of partners. Additionally, the companies’ preparedness to join a
VE, both technological and organizational, should be considered. Katzy and
Löh (2003) also acknowledge the importance of pre-existing relationships for
the success of a VE. These factors support the suggestion that the VE
creation process, including partners search, cannot be fully automated.
Instead, a computer-assisted framework could be used to help human
planner in the process (Camarinha-Matos & Afsarmanesh 2007, p.120).
Besides complementary capabilities and subjective factors, many other
elements influence the partners’ selection. These include cost, quality,
delivery time and reliability. Although one of the goals of a VE may be to
alleviate spatial constraints, the costs and time involved in transporting
materials from one physical location to another cannot be avoided. (Wu & Su
2005,

p.120)

Additionally,

the

similarity

of

potential

partners’

ICT

infrastructures needs to be taken into account. Once the relevant factors are
known, multi-criteria models can be used to run analysis on a set of potential
partners. (Camarinha-Matos & Afsarmanesh 2007, p.124) These models can
serve as a basis for optimization efforts and the models are relevant also for
minimizing the costs related to partners’ selection both in the formation phase
and when the VE is reconfigured.
How does the search for partners occur, then? Are the partners selected from
an open universe of corporations? And can technology be used to assist the
process? Byrne (1993, p.38) interviewed Roger N. Nagel, who predicted that
an information infrastructure, referred to as communications superhighway,
would provide means for remote units to rapidly locate suppliers, designers
and

manufacturers

through

an

information

clearinghouse.

Currently,

information with normalized and updated profiles about potential partners is
not widely available through any information clearinghouse (CamarinhaMatos & Afsarmanesh 2007, p.119). This, in turn, makes computer-assisted
partner search a tough task. Additional implication is that VE partners cannot
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be selected from an unlimited set of companies, because the time consumed
in searching suitable companies and integrating them to the VE would be too
high to give VEs the potential to be truly flexible.
To address the problems related to fast, as well as inexpensive, formation
and dynamic reconfiguration of a VE, specific organizational frameworks have
been created. Also referred to as external entities, these frameworks are
long-term organizations that nurture the creation and operation of VEs. It is
argued that without external entities, the rapid formation and dynamic
reconfiguration of VEs is next to impossible. (Putnik et al. 2005, p.8) Virtual
webs (Goldman et. al 1995, cited in Franke 2002, p.3), market of resources
(Cunha et al. 2000, cited in Putnik et al. 2005, p.8) and virtual enterprise
breeding environments (VBE) (Camarinha-Matos, Afsarmanesh 2003) are
examples of external entities.
A VBE can be formed, for instance, from companies belonging to the same
industrial district or cluster. The companies of a VBE may also be
geographically dispersed. (Vallejos et al. 2007, p.588) Also other types of
organizations, for example, research institutes may be included (CamarinhaMatos & Afsarmanesh 2007, p.125). The carrying idea is that a group of
corporations that have the potential and will to cooperate make preliminary
cooperation arrangements and declare their core competences, which are
“registered” in a directory. The cooperation arrangements include agreeing on
business rules, developing basis for common interoperable infrastructures, as
well as ontologies, and building trust, which is necessary element for the
success of any given VE. (Camarinha-Matos & Afsarmanesh 2003, p.156)
This way, the companies’ readiness for VE setups is likely to be improved and
the cost associated to partners search, as well as VE configuration, reduced
(Camarinha-Matos & Afsarmanesh 2007, p.125). A real-life VBE example can
be found from Brazilian mould and die sector (Vallejos et al. 2007).
When the conditions for cooperation are set, dynamic VEs can be derived
from the VBE. Multiple VEs can exist within a given VBE and companies may
take part in several VEs simultaneously (see Figure 6) (Vallejos et al. 2007,
p.593). A VBE has an open, but controlled border, so that companies can
freely join the given VBE, but need to comply with the principles of the VBE.
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VEs may be formed when the initiator of the VE, called broker, detects the
opportunity and selects the most suitable partner candidates from the
directory or declares the opportunity to the members of the VBE and waits for
the emergence of the potential candidate consortia. (Camarinha-Matos &
Afsarmanesh 2007, pp.121-126) If the required competences are not found
within the VBE, external partners can be brought into the consortium. The
requirement is that this company commits to the operating principles of the
VBE. Naturally, it is more costly to bring companies outside the VBE to the
VE, because more time is spent in searching and the companies are less
prepared than the ones inside the VBE. (Camarinha-Matos & Afsarmanesh
2003, p.156)

Company 1
Company 10

Company 2
VE 1
Company 3

Company 9

Company 4
Company 8
VE 2

Company 5

Company 7
Company 6

Figure 5. A VBE with two VEs in operation (Vallejos et al. 2007, p.594, modified).
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All in all, a VBE can be a two-edged sword. If partners are selected from a
VBE, an advanced organization with a set of competences can be generated
quickly as a response to a short-framed opportunity. On the other hand, the
range of companies within a VBE is likely to be limited when compared to the
open universe of organizations, and therefore the VEs may be formed from
trade-off companies, not best possible. Another possible downside is that the
cooperation efforts that are required a priori to the VE formation consume
both time and resources, and there are no promises that joining a VBE
guarantees any new business opportunities. For instance, structuring the VBE
for Brazilian mould and die sector was a result of a project that lasted more
than two years (Vallejos et al. 2007, p. 593). Additionally, a VBE administrator
needs to be assigned for recruiting new VBE members and managing the
cooperation inside a VBE (Camarinha-Matos & Afsarmanesh 2007, p.126).
This is likely to induce running costs in addition to the costs that result from
the initial VBE cooperation efforts. The emergence of standardized, as well as
computer-processable, information about companies and a dominant
technology that would allow companies to be simply “plugged” into the VE
could diminish the relevance of these support organizations and give an
additional boost to VE formation.
2.4.1.2 Configuration: Design and integration
Once the initial set of partners for a given opportunity have been selected and
agreements reached, the subsequent activities include setting the VE
objectives and strategy, defining the cross-organizational business processes
and configuring the ICT infrastructure, performance measurement system
(PMS) and governance mechanisms (Chalmeta & Grangel 2003, pp.145-146;
Camarinha-Matos & Afsarmanesh 2007, p.131). In other words, the initial
participant companies need to be integrated as one temporary consortium.
Since a VE presumably evolves during operation, the business processes,
ICT infrastructure and management mechanisms need to be tailored to
support change. In the foreseeable future, VE contracts as well as
cooperation agreements may be based on electronic contracting (CamarinhaMatos & Afsarmanesh 2007, p.125), which is expected to support automation
and to be more efficient than standard paper-based contracting (Cardoso,
19

Oliveira 2005). In management domain, selection of significant indicators of
performance is also necessary (Camarinha-Matos, Afsarmanesh 2007) for
tracking the performance of individual VE partners and VE as a whole. A PMS
can be created to support VE management and to reflect recent performance
to the VE strategy (Chalmeta & Grangel 2003, pp.145-146).
As noted in section 2.4.1, the VE initiator may already have sketched a rough
plan, which needs to be revised, for instance, for more detailed partner roles,
business processes definitions and thereby VE structure. The structure of a
VE shows the relationships and the business processes carried out between
partnering companies. Katzy and Löh (2003, p.3) identify three possible
topologies of VEs, displayed in Figure 6. By examining the topologies, it
becomes quite apparent that some VE network nodes are in more strategic
positions than others, and therefore less likely replaced. For example, in hub
and spoke topology, the company acting as a “hub” is in this kind of strategic
position (Katzy & Löh 2003, p.3). Additionally, the topologies may give
implications on how the power is distributed among the VE participants. If a
dominant company exists, it may enforce its own conventions, including
business

process

models

and

information

exchange

mechanisms.

(Camarinha-Matos & Afsarmanesh 2001, p.339).

Supply chain

Hub and Spoke

Peer-to-peer

(Process oriented)

(Main contractor)

(Project oriented)

Figure 6. Topologies for virtual enterprises (Katzy & Löh 2003, p.3).

As noted above, the design of cross-organizational business processes partly
determines the structure of a VE network. Additionally, the processes specify
the tasks required to achieve VE business objectives (Camarinha-Matos &
Afsarmanesh 2001, p.350). A sample point-to-point cross-organizational
business process, where enterprise A interacts with partner enterprise B for a
product part supply, is presented in Figure 7. Other examples of collaborative
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VE processes include collaborative design, collaborative order fulfilment,
collaborative planning, et cetera (Nayak et al. 2001, p.84).
Enterprise A

Enterprise B

1. Search for a PART supplier
2. Enterprise B found as a supplier
3. Send PART design
4. Analyze project, exchange STEP
models

4. Analyze project, exchange STEP
models

5. Verify design, send acceptance
6. Send PART production proposal
7. Evaluate proposal, send confirmation
8. Sign contracts, plan supply

8. Sign contracts, plan supply

9. Generate and send order
10. Send order-acceptance and project
confirmation
11. Send product, release product
documentation
12. Receive and inspect product
13. Send reception report if problem is
found from product
14. Send invoice for payment

Figure 7. A sample cross-organizational business process (Camarinha-Matos &
Afsarmanesh 2003, pp.142-143, modified)

In a VE, the business processes are typically distributed. They comprise of a
set of dynamic, as well as temporary, business processes conducted by
different VE members. (Pereira Klen et al. 2001, p.186) Normally, the
company that initiated the VE is in charge of the distributed business process
coordination (Rabelo et al. 1996, cited in Pereira Klen et al. 2001, p.186).
Another view is that a VE coordinator is assigned for this particular task
(Camarinha-Matos & Afsarmanesh 2001, p.351). According to Mowshowitz
(2002, p.43), the trick in VEs is “the categorical separation of abstract
requirements from concrete satisfiers, which supports switching as a
systematic management procedure.” This may include, for example,
separating components of a complex product from the potential suppliers or
dividing complex production tasks into smaller, manageable subtasks, so that
they can be executed by different partners. This way, it is also possible to
reassign an abstract requirement to different concrete satisfiers and thereby
support dynamic reconfiguration. (Mowshowitz 2002, pp.43-44)
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The defined business processes also have an influence on VE ICT
infrastructure requirements. At bare minimum, the ICT infrastructure needs to
enable safe as well as coordinated communications and information
exchange between the VE partners. The communication may include
business and technical transactions, as well as generic information.
(Camarinha-Matos & Afsarmanesh 2003, p.142) Thus, the VE ICT
infrastructure is playing the role of interoperation and integration enabler
among the VE participants (Hardwick & Bolton 1997, pp.59-60; CamarinhaMatos, Afsarmanesh 2003, p.87; Vallejos et al. 2007, p.588). Figure 7 shows
an example of information exchange between two VE partners. It also
illustrates the need to integrate the business processes between companies.
The interaction, and thus the requirements for the infrastructure are likely to
become more complex, as more parties are involved in one process. But what
may mitigate the complexity is that in a real VE situation the partners need to
integrate only in a specific context, consisting of processes that will represent
only a few of all the possible conditions. (Goranson 2005, p.284) Hence, there
is no need for complete integration between the partners. The issues related
to ICT infrastructure configuration are considered in more detail in section 2.5.

2.4.2 OPERATION
In operation phase, a VE conducts the business processes that were
designed in the creation stage in order to achieve its objectives (CamarinhaMatos & Afsarmanesh 2001, p.337). Although the basis for VE agility is
created during the formation phase, according to Gou et al. (2003, p.333), the
decisive phase for the success of a VE is the operation phase. During
operation, the primary activities involve managing operations and change
(Chalmeta & Grangel 2003, p.145). The performance of a VE and its
individual partners needs to be constantly monitored, for example, with the
help of a PMS. If the measured performance does not satisfy the
requirements set in the formation phase, the network may need to be
reconfigured. (Carvalho et al. 2005, p.362) Due to transaction costs, the
management needs to weigh both the benefits and costs of reconfiguration.
For instance, if the performance of a strategic partner is low, but he costs
involved in integrating a substitutive partner to the network are high, other
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ways of increasing performance need to be considered. Additionally, in case
of removing partners, contracts need to be followed in order to avoid legal
sanctions and to ensure that future cooperation is possible.
Besides measuring the internal performance of a VE, the external
environment needs to be monitored too. Agility of a VE requires constant
tracking for changes in the marketplace and in customer requirements.
Besides reacting to internal performance indicators, the consortium may also
be reconfigured as a response to changes in the external environment. For
example,

increased

customer

demand

may

require

adding

more

manufacturing capacity to the VE through a new partner.
It is likely that the amount of exchanged information is substantial during the
operation phase of a VE both within and between VE participant companies
(Vallejos et al. 2007, p.591). In previous section 2.4.1.2, the VE ICT
infrastructure was identified as a central enabler of inter-company
collaboration. The infrastructure should be designed in a way that it is not
dependent on a particular enterprise or the number of enterprises in a VE
(Aerts et al. 2002, p.314). This way, the infrastructure is likely to inhibit less
the evolution of a VE, by providing more scalable and flexible basis for VE
operation. Additionally, the created infrastructure, and also a VE in general,
should be able to cope with irregular events that may occur during VE
operation (Camarinha-Matos & Afsarmanesh 2001, p.341; Vallejos et al.
2007, p.591). More discussion about ICT infrastructure requirements follows
in section 2.5.1.

2.4.3 DISSOLUTION
A VE is established for a specific business opportunity and it is likely to
dissolve when the business opportunity is met or when it becomes clear that
the given opportunity can or could not be met. Additionally, a VE can stop
existing when the partnering companies agree to go their separate ways
(Camarinha-Matos & Afsarmanesh 2001, p.338; Cardoso & Oliveira 2005,
pp.16-23), regardless of the opportunity. It has also been suggested that
when a VE business venture has stable market potential, the participants may
build longer-term relationships (Aerts et al. 2002, p.312; Nayak et al. 2001,
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p.82). In the aforementioned case, a VE stops existing and another form of
collaboration is created.
In the dissolution phase, it is necessary to share the profits that were created
during the VE operation, according to the plan and individual performance of
partners (Carvalho et al. 2005, p.362), and following the contracts signed by
the partnering companies (Cardoso & Oliveira 2005, p.24). It is as necessary
to share the losses, as there are many real life examples of failed VEs, that
don’t make the headlines as often as the successful ones (Chesbrough &
Teece 2002, p.127). The participants should also try to benefit from the new
information acquired during VE operation (Vallejos et al. 2007, p.591), in
order ensure success of future VE cooperation. It is also wise to preserve the
technological components, for instance, “integration components” that were
created or obtained for VE ICT infrastructure configuration. It is possible that
these can be recycled if companies decide to join other VEs or used in other
collaborative projects. Hence, the preparedness of an individual company to
join VEs is likely to improve after the first VE experience.
Dismantling a VE can be a bit tricky on some occasions, especially if it has
succeeded and a product or service is generated as a result of the
collaboration. For instance, the responsibility of a product manufacturer
remains to the end of the product life cycle (Camarinha-Matos & Afsarmanesh
2003, p.338). The general liabilities after dissolution should be determined in
the contracts that are signed when companies join VEs. There is also a need
to take care of the after-sales service even if the VE has stopped existing
(Kanet et al. 1999, p.32). After-sales service may require that some partners
stay committed to the VE even if most of the companies have dissolved.
Some of the processes that were set-up during the formation and operation
phases may therefore need to be kept alive. For example, spare part orders
and invoices may need to be exchanged between a set of partners. Hence,
some parts of the ICT infrastructure need to still remain connected and
information flow existing between a selected set of partners. Due to VE
dissolution being in some cases only partial, it is said that the dissolution
phase is a special case of reconfiguration (Cunha & Putnik 2006, p.126).

24

2.5 ICT INFRASTRUCTURES FOR VIRTUAL ENTERPRISES
Nagel envisioned in an interview (Byrne 1993, p.38) that technology could
make the formation of VEs as easy as it is to connect home video system
components made by different manufacturers. This kind of interoperability
essentially requires that the components have standard interfaces. As
identified in previous sections, the current situation is that VEs are formed out
of heterogeneous companies, in different industries, to serve different
purposes and undergo different life cycles. The heterogeneity derives from
different factors, including differences in companies’ internal information
systems, working methods and business practices (Camarinha-Matos &
Afsarmanesh 2007, p.119). Additionally, the preparedness of companies to
participate in a VE has been identified to vary considerably, depending on
multiple factors, including whether they are formed of companies that are part
of a VBE. In order to reap the benefits promised by agile VE, flexible as well
as generic VE ICT infrastructure supporting the whole VE life cycle needs to
be set up. This has proven to be a tough task, among other things, due to the
aforementioned heterogeneity. (Camarinha-Matos & Afsarmanesh 2003,
p.140)
This section maps the requirements for VE ICT infrastructures, for instance,
what is needed technology-wise to support the dynamicity promised by the
VE paradigm. Mapping the requirements is followed by discussion about the
technologies used and the major obstacles in VE ICT infrastructure
configuration. The findings in this section are used to evaluate the impact that
the VE paradigm has on B2Bi.

2.5.1 REQUIREMENTS FOR THE ICT INFRASTRUCTURE
In section 2.4.1.2, enabling safe and coordinated exchange of technical as
well as business data, support for different business processes and
integration between VE companies were identified as focal duties of the VE
ICT infrastructure. Above, it was stated that the infrastructure should be
designed flexible, as well as generic, and to support the whole VE life cycle,
namely the phases of creation, operation and dissolution. Flexibility in this
context means the degree to which the ICT infrastructure resources are
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shareable and reusable (Duncan 1995, p.42). Moreover, flexibility is regarded
as the ability of an ICT infrastructure to be rapidly adapted to new business
processes (Aerts et al. 2002, pp.313-314; Camarinha-Matos & Afsarmanesh
2003, p.142) The support for new processes needs to be realized in a way in
which the existing components of an infrastructure can be replaced and new
ones added without changing the overall architecture (Aerts et al. 2002,
p.314). This may include, for instance, integrating new application-level
components to the infrastructure or replacing existing ones transparently
(Umar, Missier 1999). Aerts et al. (2002, p.314) have identified VE change
cases where VE ICT infrastructure is required to be flexible:


An enterprise is added to the VE.



An enterprise is removed from the VE.



A VE adds new products to its portfolio.



A VE merges with another VE.

The first three scenarios represent basic events that occur when a VE is
dynamically reconfigured, while the last option of two VEs merging is more
unlikely. As stated in section 2.4.2, the infrastructure should not be dependent
on any particular company or the amount of companies in order to fully
support dynamic reconfiguration. In other words, the infrastructure should be
designed “self-annealing”, which means that removing a component from the
infrastructure does not break the whole system (Goranson 2003, p.116).
Another

possible

requirement

for

a

VE

ICT

infrastructure

is

the

aforementioned generality. Generality refers to the ability to deal with the
needs of various application domains (Camarinha-Matos & Afsarmanesh
2003, p.142). Generality is required when a VE comprises of companies that
represent multiple fields of business. Additionally, the ICT infrastructure has
been identified as the enabler of inter-company interaction and integration. To
fully enable the interaction, VEs may require integration on four distinct levels
(Camarinha-Matos & Afsarmanesh 2003, p.142):


Level 1: Safe communication and information exchange, including business and technical information
transactions.



Level 2 Integration of enterprise applications that run at different enterprises.



Level 3: Business process integration, including coordination of distributed business processes.
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Level 4: Teams integration, including support for collaboration among professional teams with members
from separate organizations.

The first three levels fall largely into the domain of B2Bi. Additionally, coping
with enterprises’ legacy systems is seen as a necessity for any given VE ICT
infrastructure (Camarinha-Matos & Afsarmanesh 2001, p.342). The role of
enterprises’ existing IT systems as well as IT infrastructure is twofold. While
the individual systems and IT infrastructure are seen essential to the
competitiveness of a firm (Duncan 1995; McKenney 1995, cited in Broadbent
et al. 1999, p.158), they may also represent a significant barrier for business
process redesign (Grover et al. 1993, cited in Broadbent et al. 1999, p.158;
Wastell et al. 1994, cited in Broadbent et al. 1999, p.158). Given the
requirement of rapid, as well as low-cost, formation of VEs and the significant
investments required for new IT systems, it is unrealistic to assume that
companies would acquire new systems for individual VE collaborations.
Instead, extending the functionality of existing systems may be required, for
instance, because many legacy systems have not been designed to support
B2B interaction. To have the VE enterprises to interact with the rest of the VE
via the ICT infrastructure, each node may be required to develop an interface
or a mapping layer. (Camarinha-Matos & Afsarmanesh 2001, p.342) The
infrastructure potentially has to satisfy many other requirements, including
knowledge management (Vallejos et al. 2007, pp.594-595), agreement
negotiations (Camarinha-Matos & Afsarmanesh 2007, p.132), management
and support services for VE administration (Umar & Missier 1999, p.10).
However, these are not discussed further in this thesis.

2.5.2 CONFIGURATION OF THE ICT INFRASTRUCTURE
The configuration of a VE ICT infrastructure is not a trivial task, as noted
above. A question arises, how to set up an interoperable infrastructure, given
the heterogeneity of VE participants (Camarinha-Matos and Afsarmanesh
2007, p.120)? In addition to conforming to the requirements discussed in the
previous section, the VE ICT infrastructure configuration should not inhibit
rapid formation of a VE, or considerably increase transaction costs caused by
VE reconfiguration. Basically, VEs should be able to configure a more flexible
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infrastructure in a potentially shorter period of time than more traditional
collaborations.
While there are many proposals for building the technological foundation of a
VE, (see Camarinha-Matos and Afsarmanesh 2003, pp.140-141) the VE
domain is lacking a widely accepted reference infrastructure (CamarinhaMatos and Afsarmanesh 2003, p.141). Reference models are important in
assisting the design and implementation of an integrated enterprise system
with structured methodology and formalization of operations, as well as
support tools (Burkel 1991, cited in Chalmeta & Grangel 2003, p.142) What
this means is that there are no generic guidelines how to utilize the
prospective technologies to support the configuration of a VE ICT
infrastructure.

Hence, every VE project needs to invest resources in

developing its own infrastructure from scratch, causing deviation from its main
focus (Camarinha-Matos & Afsarmanesh 2003, p.140). The VEs that are
derived from support organizations, for instance VBEs, are likely to be less
affected because they may have developed basis for common interoperable
infrastructure a priori to the VE creation.
According to Umar and Missier (1999, p.5), “architectures for VEs sit at the
crossroad of several well-known areas or research and engineering, namely
automatic access to heterogeneous data sources, interoperability and
standardization of distributed systems’ interfaces and access mechanisms,
integration of distributed processes (workflow), and component-based
software engineering.” Some of the main domains of technology and
standards that are seen relevant for VE ICT infrastructures are presented in
Table 1. A number of the domains and examples presented in Table 1 are
currently active in B2Bi field, and thus paid more attention to in section 3. This
discussion also involves more recent technologies and standards.
Table 1. Potential enabling standards and technologies for VE ICT infrastructures
(Camarinha-Matos and Afsarmanesh 2003, pp.142-143, modified).
Domain of technology or standardization

Examples
TCP/IP, SOAP, HTTP, RMI

Open interoperable network protocols

J2EE Framework, CORBA Framework, ActiveX
Framework
XML, ebXML, WSDL

Open distributed object-oriented middleware services
Information / object exchange mechanisms and tools
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Standardized modeling of business components, processes
and objects
Business process modeling tools and languages
Open and standard business process automation and
workflow management systems
Standard interfacing to federated multi-databases
Intelligent mobile agents
Open and standard distributed messaging middleware
XML-based e-commerce protocols
Web-based integration technologies

EJBs, OAG
UML, PSL
WfMC, OMG JointFlow, many commercial
products
ODBC, JDBC
FIPA, OMG-MASIF, Mobile Agents
JMS, MQ-Series, FIPA-ACC
Biztalk, RosettaNet, OBI,
Servlets, JSP, XSL

There are several proposed approaches for VE ICT infrastructure
configuration. For example, a VE ICT infrastructure can be built by extending
the existing enterprise systems of VE partners with a cooperation layer
handling the cooperation events of a VE, as was done in the PRODNET
project. The PRODNET cooperation layer consists of an information
management system, a workflow-based coordination engine and safe
communications infrastructure, which is built on Internet technology. The
cooperation layer is installed at each enterprise, and internal integration is
needed between the enterprise applications and the cooperation layer.
(Camarinha-Matos & Afsarmanesh 2003, pp-114-145) Another suggested
approach is leveraging mobile agent technology. This approach may require,
for example, installing docks and service bridges at each enterprise that
provide the basis for mobile agent operation. Again, internal integration is
needed between the service bridges and internal enterprise systems. (Aerts
et al. 2002, pp.317-319)
Given the intricate requirements, it is not surprising that several VE research
projects have sought a solution to the VE infrastructure configuration and
integration problem by introducing state-of-the-art technologies, including
agent technologies (see Camarinha-Matos & Afsarmanesh 2001; Aerts et al.
2002; Shen et al. 2007) and semantic Web services (see Shen et al. 2007;
Gang et al. 2007). A variable to be considered when configuring the VE ICT
infrastructure is the preparedness of partners, especially SMEs and non-ICT
firms, to implement solutions based on such technologies. In the clothing
sector VE example referenced in section 2.2, majority of the subcontractors
were not ready to adopt the new technologies that were introduced.
Camarinha-Matos and Afsarmanesh (2003, p.142) state that non-IT
companies may commonly conceive these technologies as quite disturbing.
Albeit some of the aforementioned technologies are openly available and
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relatively low-cost, the total cost of implementation needs to be evaluated.
Moreover, can companies trust on solutions that are built on technology that
is still in its infancy? Should the infrastructure be built on technology that is
proven, for example, in the field of electronic business? The discussion that
revolves around technology is carried on in section 3.

2.6 REQUIREMENTS

OF

VIRTUAL

ENTERPRISES

FOR

BUSINESS-TO-

BUSINESS INTEGRATION

VE paradigm is promising companies the flexibility that is needed to cope with
the requirements of the dynamic market and global competition. A VE is
characterized by fast and cheap formation, network reconfiguration, flexible
company interfaces and limited existence. A VE should be realized through
extensive use of modern ICT. ICT is a prime enabler of interaction between
VE companies and most important feature of a VE, that is, reconfiguration
dynamics. However, the heterogeneity and varying preparedness of VE
companies significantly complicates the task of ICT and the integration
between VE companies.
A technological solution that seeks to integrate VE companies needs to first
tackle the aforementioned heterogeneity. Moreover, VEs may require intercompany integration in four different levels: safe transactions, applications,
business processes and professional teams. The first three levels fall into the
domain of B2Bi. The solution should also provide support for the entire VE life
cycle, including partners search and selection, as well as dynamic
reconfiguration. To enable dynamic reconfiguration of a VE, for instance,
changing business processes and partners, the solution should be designed
flexible and generic. Additionally, the solution should not be dependent on a
single company. To further add challenge, the initial configuration and
changes should be made with minimum transaction costs, including time.
The requirements listed above constitute a unique set of requirements to the
B2Bi. However, they are rather generic and thus expected to vary depending
on multiple issues, such as the companies that form a VE and the business
opportunity a VE is formed for. The following chapter 3 focuses on the VE
integration issue from the perspective of B2Bi. Chapter 3 introduces the main
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approaches, components, risks and trends of B2Bi. These are reflected to the
unique requirements set by VEs and consideration is put on how these can
be used to solve the integration issues that revolve around VEs.
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3. BUSINESS-TO-BUSINESS INTEGRATION
According to Samtani (2002, p.xii), the objective of business-to-business
integration is to “achieve end-to-end automation and integration of crossorganizational business processes, data, applications and systems”. A
prerequisite for B2Bi is that the information being conveyed to trading
partners is automatically extracted from the back end systems and the data
coming from the partners is again automatically inserted to these systems
(Bussler 2002a, p.163). Hence, value in B2Bi is essentially created through
automation. En route to B2Bi, three considerable barriers that arise from the
heterogeneity of partners’ application semantics, information content and
platforms need to be overcome (Linthicum 2004, p.454).
In chapter 2, both VE formation and reconfiguration were identified as events
that call for integration. Integration is required between VE participants at
different levels, ranging from simple information exchange and applications to
business process and teams integration. When a VE is reconfigured, adding
new applications or new processes require integration. The challenges that
the VEs pose for integration are mainly a result of the heterogeneity of VE
participants. The severity of these challenges depends on multiple variables,
including duration of the opportunity, number of cross-organizational business
processes and partners, flexibility requirements and preparedness of
partners. The flexibility requirement and short-term relationships are intrinsic
characteristics of VE integration problem.
VE integration is seen by some to differ from traditional integration to such a
degree that a new paradigm for VE integration is proposed (Putnik et al.
2005, p.24). However, in this thesis the VE integration is analyzed in the
context of B2Bi. In this chapter, the main approaches to B2Bi, as well as the
central building blocks of B2Bi, are presented and these are reflected to the
requirements set by VEs. Consideration is put on how these can be used in
solving integration problems, also in the context of VEs. Additionally, this
section tries to map the largest risks that lurk in B2Bi projects, as well as
outline the future directions of B2Bi, and evaluate how these are relevant to
VE integration.
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3.1 APPROACHES TO BUSINESS-TO-BUSINESS INTEGRATION
Before choosing an approach to B2Bi and scoping the integration project,
several factors need to be considered. These include, for instance, coupling
or cohesion between systems to be integrated (Linthicum 2004, p.27), degree
of synchronization needed between B2Bi parties, integration agreements
(Samtani 2002, p.25), timeliness, format, size, as well as volume, of data
exchanged between B2Bi parties, communication infrastructure, security and
resiliency (Lam & Shankararaman 2004, p.44). Designing for integration is
likely to become rather complex, when these factors are combined with the
unique set of requirements set by VEs. In this section, the generic
approaches to B2Bi are presented and these are reflected to the
requirements set by VEs.

3.1.1 A UNIQUE APPROACH FOR A UNIQUE INTEGRATION PROBLEM
Every enterprise or trading community has a unique set of integration
problems and therefore each solution will require its own approach (Linthicum
2004, p.6). As noted in chapter 2.4.1.2, VE companies need to integrate in a
specific context, consisting of processes that represent only a portion of all
the possible conditions. For instance, the integration of companies’ ICT
systems may be limited to exchange of information on availability, prices and
products (Aerts et al. 2002, p.315). Thus, VEs do not necessarily need to
seek for full integration, which may be required, for instance, when two
companies merge. Additionally, VEs should be both formed and reconfigured
rapidly, as well as with minimum expenditures. The aforementioned factors
alone are likely to crop out the most exhaustive integration approaches, at
least in case of short-term VEs.
Generally, four distinct approaches to B2Bi can be defined: information- or
data-oriented, portal-oriented, business process-oriented (Samtani 2002,
p.25; Jhingran et al. 2002, p.555) and service-oriented integration. (Linthicum
2004, p.6) It is possible, and often necessary, to combine these approaches
(see Figure 8) to achieve appropriate level of integration (Linthicum 2004,
p.32, Samtani 2002, p.47). These approaches to a great extent cover the full
spectrum of B2Bi, ranging from simple information integration to integration of
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complex inter-company business processes. Therefore, it seems unlikely that
VEs can, or even need, completely surpass these approaches, when they
seek a solution to their integration problems.

Business Process

Applicatio
n
1

Applicatio
n
3

Applicatio
n
2

Abstracted Services

Information

Portal

Applicatio
n
4

Figure 8. A mixture of different integration approaches (Linthicum 2004, p.33,
modified).

3.1.2 INFORMATION-ORIENTED INTEGRATION
Enterprise information typically resides in multiple places, including different
databases, enterprise resource planning (ERP) systems, supply chain
management (SCM) systems and legacy systems. The objective of
information-oriented integration (IOI) approach is to integrate the data
extracted from these systems, as well as other sources, with the external data
sources of trading partners (Samtani 2002, p.49). In the IOI approach,
integration takes place at a relatively low level of abstraction, that is, mainly
between databases or between application programming interfaces (APIs) of
the data sources (Linthicum 2004, p.6).
Multiple ways to realize IOI have been created, including data replication,
data federation and interface processing. Data replication is a process of
extracting data from the source database and placing it into the target
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database (see Figure 9). (Linthicum 2004, p.7) Hence, replication involves
maintaining a physical copy of data in each of the databases (Haas 2007,
p.31). A middleware solution is needed between databases to account for the
differences in schemas and platforms, as well as for providing the
infrastructure to exchange data (Linthicum 2004, p.7). The data is typically
exchanged in the form of messages. It is possible to leverage, for instance,
an XML layer on top of IOI, with which data can be transformed to XML
format and exchanged between trading partners. (Samtani 2002, p.51-66) A
key prerequisite is to understand both source and target data, in order to be
able to create an integrated, as well as standardized, data representation.
The significance of standards, including XML, is considered in the context of
B2Bi and VE integration in section 3.2.5.
Propagate data
change

Change data

Propagate
/route
message

Network

Application 1
Database 1

Replication server 1

Change data
Application 2
Replication server 2
Deliver
data
change

Database 2

Replication server 3
Deliver
data
change

Database 3

Figure 9. An example scenario of data replication (Samtani 2002, p.51, modified).

In database federation, a virtual representation of multiple physical data
sources is created to address integration needs (Haas 2007, p.31). A
federation solution places a layer of middleware, including a relational
database management system (Haas et al. 2002, p.580), between the
physical distributed data sources and applications that use the data
(Linthicum 2004, p.9). With this type of a solution, applications can search
and manipulate data of the sources through a single structured query
language (SQL) interface, as if it were in a single database management
system. Besides databases, the data sources may be, for instance, flat files,
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XML documents, message queues or even Web services. (Haas et al. 2002,
p.580) One possibility for the database federation architecture is presented in
Figure 10. This type of integration approach may be desirable in a more
stable inter-company relationship, for example, in case two companies merge
through acquisition and need to consolidate their operations (Haas 2007,
pp.31-33). However, it is not clear where a database federation solution
should reside in a naturally distributed and volatile environment, such as, in a
VE.
DB2
QUERY COMPILER

RUN TIME

Data
manager

Local database

Userdefined
functions

External data and
functions

Wrappers

External data sources

Figure 10. DB2 architecture for database federation (Haas et al. 2002, p.582, modified)

Interface processing allows custom or packaged applications from different
vendors, such as SAP and Oracle, to be connected through well-defined, but
often proprietary APIs. A specific type of middleware, integration server,
typically offers a wide range of pre-built application adapters that allow
dissimilar applications to communicate in a relatively short period of time.
(Linthicum 2004, pp.9-10) The role of adapters is to enable non-invasive
integration by separating the API from the messaging infrastructure, thereby
promoting loose coupling (Papazoglou & Van den Heuvel 2007, p.400).
Besides adapters, the interface processing middleware solution needs to
deliver data transformation capabilities to account for the differences in data
content and application semantics (Linthicum 2004, pp.9-10). A simplified
example on how interface processing externalizes information from packaged
applications is given in Figure 11.
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Figure 11. Information externalization using interface processing (Linthicum 2004, p.9)

The bottom line of IOI is to deal with the exchange of simple information, for
instance, orders coming in to a system and confirmations going out, without
altering the source and target systems (Linthicum 2004, p.5-27). Additionally,
this approach aims to eliminate non-standard interfaces and enable sharing
corporate data over the Internet (Samtani 2002, p.49). With IOI, it is possible
to cope with different kinds of back end systems, since they generally know
how to produce and consume data (Linthicum 2004). The solutions based on
this approach conform to level 1 and level 2 VE integration that were defined
in section 2.5.1. Given the diffusion of this approach (Linthicum 2004, p.26),
many companies have already mechanisms in place to externalize business
information to their partners. The question still remains, as much for VEs as
traditional B2Bi, how to quickly overcome the semantic mismatches that exist
between data sources and how to effectively bring integration to a higher
level, namely the level of business processes?

3.1.3 SERVICE-ORIENTED INTEGRATION
Service-oriented integration (SOI) aims to bind data sources together using
services as integration building blocks. The promise of service-oriented
computing is to allow low-cost and rapid assembling of distributed software
components into a loosely coupled network of interacting services that create
flexible business processes, as well as agile applications, and span different
organizations and platforms (Papazoglou et al. 2007, p.38). This promise
seems intriguing also from the perspective of VEs, due to the implications on
low-cost, flexibility and distributed nature of interacting services.
In this context, services are described as platform-independent and selfdescribing software components, which are able to perform a variety of tasks,
including simple requests, as well as complex business processes
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(Papazoglou 2003, p.3). The idea is that an application or any piece of code
can be exposed as a service (Papazoglou et al. 2007, p.38) through welldefined interfaces that are implementation-independent and based on open
standards. The independence of implementation means that the interface is
separated from the actual implementation, so that the service consumer need
not know how its requests to the service provider are executed. Additionally,
services are loosely coupled, can be dynamically discovered and aggregated
with other services to constitute a composite service. (Mahmoud 2005)
Moreover, services can be provided by different companies and communicate
over a network, which makes them a viable alternative for providing a
distributed infrastructure for both intra-enterprise and inter-enterprise
integration (Papazoglou 2003, p.3).
An architectural approach that has been developed to address the needs of
service-oriented integration is called service oriented architecture (SOA). A
typical implementation of SOA relies on specific service types, called the web
services (Mahmoud 2005). Web services are considered as integration
components (Samtani 2002, p.29), and thus discussed in section 3.2.3. The
promise of SOA is interoperability between heterogeneous applications and
technologies, while enabling the reuse of existing systems and development
of new services from these (Mahmoud 2005). The basic SOA-model consists
of three actors, service provider, service requester and service registry and
additionally. Moreover, it entails three actions, publish, subscribe and bind,
taking place between the actors (see Figure 12). In the SOA-model, the
service provider describes the services it offers, using a standard language,
and publishes the descriptions in a registry. The Service requester uses the
find-action to search for a suitable service in the registry and once a match is
found, it binds to the service provider using the information received from the
registry. This information includes the protocol that is used to invoke the
service, as well as the structure of the messages for invocation and response
messages. (Leymann et al. 2002, p.199)
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Figure 12. The basic SOA model.

The SOA-model has also been considered to provide support for the VE life
cycle. A suggestion is to consider potential VE members as “service
providers” and the realization of their collaborative behavior as a set of
interacting services (Afsarmanesh & Camarinha-Matos 2000, cited in
Camarinha-Matos & Afsarmanesh 2007, pp.122-123). This approach requires
that one entity keeps a registry of services offered by companies (CamarinhaMatos & Afsarmanesh 2007, p.123). According to Papazoglou (2003, p.3),
companies can publish their core competences programmatically over the
Internet through services. Camarinha-Matos and Afsarmanesh (2007, p.123)
have raised justified doubts against this statement by questioning whether
even all competences can be represented as services. As identified in section
2.4.1.1, VE partners search and selection is more than a matching process
based on competences and depends also on matters of subjective nature.
To implement SOA, some form of infrastructure is required to enable interservice communication. Multiple solutions for the infrastructure exist, as the
services may reside in a single server or span multiple networks. (Papazoglou
2003, p.4) Basic Web service technologies enable point-to-point integration
by leveraging existing Intranet or Internet infrastructures (Keen et al. 2004,
p.63). However, this approach requires an interface to be developed for each
connection, which leads into tighter coupling and is more difficult to maintain
due to the point-to-point topology (Papazoglou & Van den Heuvel 2007,
p.393). An alternative that promises to provide a run-time infrastructure and a
proper set of tools for the materialization of SOA is the enterprise service bus
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(ESB) (see Figure 13) (Schmidt et al. 2005, p.781). The idea is that all
participating components or services can be plugged into the bus, which
provides a reliable infrastructure for messaging. The ESB builds on
middleware technology, and it provides service request routing, message
translation and infrastructure management capabilities, support for different
integration styles or adapters, with proper quality of service and security
levels, as well as conformance to the SOA principles. (Keen et al. 2004,
pp.74-85)
Custom
applications

Service
orchestration

Portals

ESB: Reliable Asynchronous Secure Messaging

Service
interface
Distributed
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Adapters

Web
Services

Websphere,
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Data sources

Enterprise
applications

JMS/J2EE

MQ Gateway

Java apps

Mainframe &
legacy apps

Multi-platform support

Figure 13. An example of an ESB that connects diverse applications and technologies
(Papazoglou & Van den Heuvel 2007, p.393).

While the SOI approach provides an interesting proposal for B2Bi, it also
incorporates some concerns. Firstly, the effort required to describe the
service interfaces, to implement the services and to configure the
infrastructure, has to be taken into account. The required effort is one of the
reasons why companies are instructed to take an incremental approach for
moving towards services and SOA (Linthicum 2004, p.85; Mahmoud 2005).
Secondly, the service requestors that can be, for instance, applications or
processes and either internal or external to a company, need to create
mechanisms for finding services, as well as for invoking them. Thirdly there
are issues related to the dynamic reconfiguration of the infrastructure, end-toend

security,

differences

in

service

description

semantics,

service

composition for enabling adaptive processes and both service management
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and monitoring (Papazoglou et. al 2007, pp.41-44). These issues need to be
reflected before exposing companies’ capabilities as services.
At the most primitive form, SOI approach enables integration between
heterogeneous and distributed software components. This corresponds to the
VE integration levels 1 and 2, identified previously in section 2.5.1. Most
essentially, it solves the problem of platform heterogeneity with well defined
interfaces based on open standards. As such, it does not solve the semantic
discrepancies that exist between different services. Additionally, business
process level integration, which is desired both in case of VEs and traditional
B2Bi, is not achieved through basic services or SOA-model implementations.
In addition to the effort required to create the service interface, as well as its
actual implementation, SOI approach often requires costly changes to
existing systems, also in case of Web services (Linthicum 2004, p.81).
Hence, if a VE chooses SOI approach for integration, it may be necessary
that the potential VE participants have their services ready and waiting, in
order to better support rapid creation, as well as dynamic reconfiguration, of
the VE. All in all, the advantages of this approach seem to have superseded
the concerns, as services and SOA remain a hot topic in the integration
domain. Discussion about services in the VE context is carried on in sections
3.2.2 and 3.4.

3.1.4 BUSINESS PROCESS -ORIENTED INTEGRATION
As noted in section 3.1.1, the IOI approach goes about the integration
problem at a low level, by simply providing access to or moving information.
SOI approach is focusing attention from the underlying technologies to a
higher layer of the “integration stack”, namely services. Business process
oriented integration (BPOI) sits on top of these two approaches and partially
portal-oriented approach as well, by providing a common business process
model for controlling the invocation of services and movement of data across
different systems, both inter- and intra-company. (Linthicum 2004, pp.55-56)
The carrying idea of BPOI is to leverage software tools for modeling business
processes while simultaneously connecting them to the underlying data
sources (Gruden & Strannegard 2003, p.8). This approach has emerged as
an aggregation of preexisting concepts and tools, including business process
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modeling, business process automation and workflow tools (Linthicum 2004,
p.63).
Business process

Service interfaces
Information

Figure 14. BPOI adds a control layer on top of information- and service-oriented
integration (Linthicum 2004, p.59, modified).

Consider the following situation: when a component manufacturer is shipping
its products, it needs to communicate with both the consignee and the
logistics provider. It first initiates a shipping order to the logistics provider and
receives a confirmation. Next, the manufacturer informs the consignee of the
shipment, and as the goods arrive, the consignee sends a receipt to the
manufacturer. Lastly, the manufacturer initiates an invoicing process. Rather
than just concentrating on the exchange of required data or messages
between the business partners, BPOI focuses on controlling the whole
process. (Tsai et al. 2006, pp.48-49) The control is gained with an additional
control logic layer, which is placed on top of integration technology. This
technology enables the underlying systems to be bound into a single
multistep business process model that can carry out the unique functions
required by the business process. The steps of a given business process
model must be executed in the correct order, with proper information, control
sequences and state maintenance. (Linthicum 2004, p.56)
As noted above, BPOI uses a common process model for controlling the
cross-organizational business processes. Creating this model involves
drawing a diagram that represents the processes, resources, sequence and
logical order of events, as well as the movement of information between the
systems. The requirement is that the process model is able to produce events
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that the underlying systems are able to understand, and react to the events
that the systems communicate back. The process model needs to handle
exceptions and maintain state of a process for possibly quite long period, as
the component manufacturer example given above indicates. A common
process model also enables monitoring the status of processes and
optimization of them. Optimization may occur at any given time, because the
model is independent of the underlying systems that are involved in the
process. Additionally, a graphical representation of the process hides the
complexities of the underlying systems, thus allowing business personnel to
get more involved in the integration. (Linthicum 2004, pp.60-74)
Of course, creating a process model does not automatically connect the
systems involved. Neither does it execute by itself. The technology that is
required for modeling the processes, as well as executing and monitoring
them is discussed in section 3.2.4. This technology, or the control logic, is at
the upmost level of hierarchy in BPOI. It needs to be associated with
traditional middleware, which provides the needed functionalities, such as
information routing, transformation, rules processing and messaging, thus
constituting the bottom layers of the BPOI hierarchy (Linthicum 2004, pp.6970).
BPOI represents a more business-led approach to the integration problem
than other approaches discussed, and it is expected to be the “next wave” of
integration (Linthicum 2004, p.55; Gruden & Strannegard 2003, p.8).
However, this approach requires that the complexity of binding the back end
systems to the process model is significantly reduced (Linthicum 2004, p.70).
Thus, in VE context, BPOI is unlikely to alleviate the burden of integration. It
does, however, offer an approach for integration, which corresponds to VE
integration level 3, discussed in section 2.5.1. Employing Web service
technologies in conjunction with BPOI is regarded as one possible solution
that helps business process integration tools’ interfacing with the underlying
systems and unleashing the full potential of this approach (Tsai et al. 2006,
p.49). Further, process-oriented standards, including RosettaNet and
Electronic Business Extensible Markup Language (ebXML) are expected to
be valuable for BPOI, as they provide common mechanisms and semantics
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for BPOI (Linthicum 2004, p.71; Tsai et al. 2006, pp.49-51). These standards
are discussed in section 3.2.5.
An interesting question is where the business process models should reside
in a VE? Different process topologies have been identified – peer-to-peer,
hierarchical and mixtures of these – that partly answer this question. In a
peer-to-peer structure (see Figure 15A) the inter-process interaction requires
that the operations of a requesting process (A, C, and T in Figure 15A) are
linked with the “performing” operations (O, R, and E in Figure 15A) in the
other process. Thus, the processes are modeled within each enterprise and
these models interact to achieve a common goal. The linking can be done, for
instance, by exchanging messages between the two processes. Additionally,
the necessary synchronization between the involved processes requires
cooperation of the participating partners, which can be achieved with private
agreements, or it can be based on public standards. For instance, the ebXML
business process specification schema could be used to define the required
interactions and partner roles. The strength of this topology is that it is likely to
support realization of dynamic business relationships. (Leymann et al. 2002,
pp.204-206)
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Figure 15. A. Peer-to-peer business process.
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process. (Leymann et al. 2002, pp.205-206, modified)

In hierarchical topology (see Figure 15B), a top-level business process is
created to describe the interactions between business partners and the steps
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needed to achieve a business goal. Since there is a top-level process, both
overall process management and monitoring are likely to become easier than
in peer-to-peer topology. However, in case of VEs, it’s not clear who should
host the overall process. As noted in chapter 2, the VE integration solution
shouldn’t be dependent on any single partner. One option is that a third party
is assigned to this task and another one is that one of the involved parties is
selected. This choice can also be made dynamically, but requires that a
process needs to be modeled in standardized way so that it can be run in
heterogeneous process execution environment. (Leymann et al. 2002,
pp.205-206) Business process modeling language (BPML), which provides an
abstracted execution model for collaborative and transactional business
processes (Linthicum 2004, p.71), could prove valuable for this task. As in IOI
and in SOI, standards appear to take the center stage.

3.1.5 PORTAL-ORIENTED INTEGRATION
According to Chandran et al. (2004, p.12), portals give their users a secure
single point of entry, through an integrated and personalized Web-based
interface, to a wide variety of information, applications and collaborative
services. By leveraging portal-oriented integration (POI), companies are able
to evade the often so exhaustive process of back-end system integration by
“extending the user interface of each system to a common user interface”,
which typically is a Web browser (Linthicum 2004, p.99). Hence, this
approach is fundamentally different than the other three approaches
discussed previously in sections 3.1.2-3.1.4. With the use of a browser, portal
users that belong to other organizations can interact with a trading partner’s
internal systems through a controlled interface. (Linthicum 2004, pp.99-103)
Portals support business functions, involving online transactions, such as,
sales, marketing and finance, as well as enterprise-wide communication and
information sharing with different stakeholders. Currently, portals are an
integral part of companies’ B2Bi strategy, as they provide a fast and efficient
way to establish and maintain business relationships. (Samtani 2002, p.68)
A typical portal use case in a B2B context involves a buyer logging into her
company’s account on a supplier’s portal, checking product details and
placing an order. Thereafter, it is possible to monitor the order and shipment
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status through the portal. (Samtani 2002, p.68) Practice has shown that it is
not advisable to try satisfying the needs of all users with a single portal, due
to complexity, cost, and required effort (Clarke & Flaherty 2003, p.17). This
partially explains why portals are categorized of into horizontal and vertical.
The domain specific vertical portals represent a specific portal instance, while
horizontal portals provide the infrastructure upon which the vertical portals are
built (Chandran et al. 2003, p.16). The relationship between vertical and
horizontal portals is illustrated in Figure 16.
Consumer
Portal

B2B Portal

Employee
Portal

Investor
Portal

Horizontal Portal Infrastructure

Figure 16. Horizontal portal infrastructure, upon which the vertical portals are built
(Chandran et al. 2003, p.16, modified).

Creating a portal application involves designing the user interface and portal
functionality, as well as deciding which information needs to be accessed and
manipulated within the back-end systems with the portal application. A
complete portal solution is normally realized with the following components:
Web clients, Web servers, database servers, back-end applications and
middleware, that is, application servers. (Linthicum 2004, pp.99-103) A
specific type of application server, called portal server, is used in POI
(Chandran et al. 2003, p.48). The portal server framework consists of three
layers: presentation layer, services layer and connection layer (see Figure
17). The presentation layer delivers portal users the front-end Web interface
through which they can access the data. The foundation upon which the
portals are built is provided by the services layer. (Samtani 2002, pp.70-71)
The service layer entails functionality, including personalization services for
different users, collaboration services for teamwork purposes, information
search

facilities,

portlets

for

attaching

software

modules,

workflow

management, security and administration, an API for integration purposes
and publish/subscribe services (Samtani 2002, pp.71-74; Chandran et al.
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2003, pp.23-24). Finally, the connection layer exists for attaching the portal
framework to the back-end systems (Samtani 2002, p.74).
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Figure 17. Portal framework and services (Samtani 2002, pp.70-79; Chandran et al.
2003, p.24).

In case of SMEs, system-to-system integration may not be a viable solution
due to their primitive back-end systems or the lack of them the altogether. A
portal can be built for SME users, which allows the same functionality
manually through a Web interface that others are able to achieve through
other forms of integration. (Kotinurmi 2007, p.53) Additionally, when the
amount of transactions or exchanged information between business partners
is small, the integration of back-end systems might be overkill. Besides
serving SME users, portals can be built for serving customers as well. A
portal functioning as a customer interface in VE context is considered, for
instance, in (Aerts et al. 2002, pp.315-316) and (Vallejos et al. 2007, p.595).
However, from the perspective of B2Bi, portal-oriented approach fails to
satisfy the requirement of end-to-end automation of business processes.
Partly for this reason, portals should not be perceived as a complete solution
for VE integration (Camarinha-Matos & Afsarmanesh 2003, pp.145-146),
especially if VEs seek to automate cross-enterprise data exchange and
business processes.
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3.2 INTEGRATION COMPONENTS
As discussed in section 3.1.1, several integration approaches have been
created in order to solve different integration problems. A solution desiderata
for B2Bi potentially entails many components, such as, enterprise application
integration (EAI), Web services, business process management systems
(BPMS), middleware, standards and security. In the following sections 3.2.13.2.6, these major B2Bi components are presented and their role in B2Bi, and
VE integration, is evaluated.

3.2.1 ENTERPRISE APPLICATION INTEGRATION
In B2B interaction, such as in VEs, there is a need to externalize intraenterprise information to business partners. The prerequisite is that
companies develop an unconstrained information flow across a company’s
internal systems (Erasala et al. 2003, p.70), since inter-organizational
business processes may span several of these systems simultaneously
(Samtani 2002, p.97). This seamless intra-enterprise flow can be achieved
through EAI. The aim of EAI is to create a hub that allows the integration of
data and processes inside an enterprise by enabling a variation of integration
approaches, and supporting multiple technologies used by the enterprise
currently and to be used in the near future (Charlesworth & Jones 2003,
p.14).
The intra-enterprise integration is often realized through a dedicated EAI
middleware

solution,

which

enables

autonomous

data

sources

to

communicate through a common interface layer (Lee et al. 2003, p.58). This
solution is not to be confused with an ERP system, which aims to integrate
internal business information, including financial and accounting, human
resource, supply chain and customer information, under one software
package (Davenport 1998, p.121). The known issues, an ERP system
fostering inflexibility by pushing companies to toward generic processes
(Davenport 1998, 123) and an ERP system being not able to fulfill all
functionalities required by a company (Samtani 2002, p.109), prevent them in
most cases from being effective solutions for EAI. In fact, ERP systems can
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be viewed as components that need to be integrated by EAI (Samtani 2002,
p.109)
Conventionally, EAI has focused on intra-enterprise and B2Bi on interenterprise integration (Gulledge 2006, p.15) However, the gap between these
two is closing as EAI and B2B services are being offered under one product
by the software vendors (Samtani 2002, p.121). Additionally, major ERP
vendors are offering EAI and B2Bi capabilities to extend their products to
support integration with external systems. In this context, external means
other than ERP. For example, SAP has developed its Exchange Infrastructure
(XI) solution to address external integration issues (SAP 2007). Additionally,
new integration approaches, for instance SOI approach, aim to bind
heterogeneous systems together irrespective of their locations.
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Figure 18. An extended view to EAI.

EAI is likely to affect VEs in two ways. Firstly, the preparedness of companies
to enter VEs is likely to be hindered if intra-enterprise information is
disconnected, since VE processes may require information from multiple
systems simultaneously. Additionally, reconfiguration of a VE may require
adding new processes and access to internal information sources that were
not defined in the formation phase. As EAI is a rather complex process, the
intra-company integration issues that may arise during VE formation or
operation cannot be tackled on the fly, or at least cause integration time and
costs to spiral upwards. Secondly, the ability of a company’s information
systems or EAI middleware to interface with external systems is also likely to
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enhance or inhibit the company’s readiness for B2B interaction, and thus for
VE participation.

3.2.2 WEB SERVICES
In section 3.1.3, services were recognized as primary components of SOI and
Web services as a preferred way of implementing SOA. Web services are
essentially services identified by Uniform Resource Identifiers (URIs)
(Papazoglou 2003, p.4), described by open, Internet-oriented and standardsbased interfaces (UDDI Consortium 2001) and capable of interacting with
other software components using XML-based messages that are exchanged
via Internet-based protocols (W3C 2004). The central promise of Web
services is low-cost composition of distributed applications (Papazoglou 2003,
p.3), as well as accelerated application integration, both within and outside
enterprise boundaries (Gottschalk et al. 2002, p.170).
To implement the three roles defined in the SOA model, that is, service
provider, service requester and service registry, Web service technologies
rely on three standards, Simple Object Access Protocol (SOAP) for
communication, Web Services Description Language (WSDL) for describing
the services and Universal Description, Discovery and Integration (UDDI) for
the service registry specification. The common base language for Web
services is XML. (Alonso et al. 2004, pp.151-152)
SOAP provides an XML-based protocol for messaging and remote procedure
calls (RPCs) between service requesters and service providers over the Web
(Curbera et al. 2002, p.86). A SOAP message contains two parts, an optional
header that entails information about routing, security or handling of the
message, and a body that carries the actual XML message or procedure call
(Roy & Ramanujan 2001, p.70). To convey information over the Web, SOAP
works with existing transports, such as HTTP, SMTP and MQSeries (Curbera
et al. 2002, p.86). SOAP itself is designed for one-way asynchronous
communication, which means that any more complex communication pattern,
including request-response, requires exploiting the capabilities of an
underlying transport protocol or middleware (Alonso et al. 2004, 156). Hence,
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SOAP covers the communication aspects, but the definition of what kind of
messages are to be exchanged during service interaction is left for WSDL.
WSDL defines a format for an XML-document for describing Web services as
a set of communication end points that can exchange certain messages. It
consists of an abstract part and a concrete part. The abstract part provides a
set of data type definitions, the operations supported by the service and input,
as well as output, message formats used in service interaction. The concrete
part gives information of what communication protocol to use and where to
terminate the communication, namely the network address. (Curbera et al.
2002, pp.88-89) Finally, the service registry specification, UDDI, comprises of
two parts: registry and APIs. The registry contains service descriptions in
catalogs, while the APIs determine how to publish services, how to discover
them and how to register to a service. Currently, private UDDIs are preferred
over public ones, because Web service interactions tend to occur either within
companies or among trusted parties (Alonso et al. 2004, p153-184).
However, WSDL, SOAP and UDDI are not all there is to Web services. An
extended set of Web service components and infrastructure capabilities is
presented in Figure 19. The three aforementioned technologies can be
reinforced with mechanisms that involve service composition. At the most
primitive form, service composition involves a Web service calling another
Web service, thereby constituting a composite service (Alonso et al. 2004,
p.141). Web services can also be used to build distributed business
processes. A standards initiative based on Web services for providing a
mechanism to describe, execute and share processes is Business Process
Execution Language for Web Services (BPEL4WS) (Linthicum 2004, p.279).
This is presented at the top of the stack in Figure 19. The vertical towers on
the right side of the Figure 19 represent the infrastructure capabilities,
including policy, security, transaction and management, that need to be
implemented in order meet the requirements of today’s e-business
(Gottschalk et al. 2002, p.172). A possible infrastructure solution is the ESB
that was discussed in section 3.1.3.
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Figure 19. Basic Web service components and infrastructure capabilities (Gottschalket
al. 2002, p. Van de Putte et al. 2004, p.2, modified).

It has been argued that Web services would offer a good technological
foundation for integrating companies in a VE, because of the wide adoption of
XML and HTTP, ease of integration and also support for partners search
(Khoshafian 2002, p.11). As mentioned in this section, global UDDIs are to a
great extend missing, thus limiting the partners search. As such, WSDL does
not define the semantics of a Web service in such way that automatic service
invocation and response handling would be possible. As discussed in section
3.1.3, an interface needs to be developed for each connection, leading to a
point-to-point topology and tighter coupling. Moreover, a human programmer
is always needed to interpret the XML-based description (Martin et al. 2007,
p.244).

For

instance,

Martin

et

al.

(2007,

p.245)

have

proposed

accompanying Web services with semantic Web technologies to enable
dynamic interoperability instead of “standard” interoperability of “basic” Web
service technologies. The problem with Web service semantics can also be
alleviated with, for instance, vertical standards. Further discussion of
standards and semantic Web technologies follows in sections 3.2.5 and 3.4.

3.2.3 BUSINESS PROCESS MANAGEMENT SYSTEMS
Integration of different systems at the process level requires a technology
solution that provides mechanisms for modeling the common processes and
is capable of interacting with the systems that are involved in the process.
Such solution entails multiple components, constituting a software suite that
can generically be referred to as BPMS. These kinds of systems are provided
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by EAI and B2B vendors as a part to their integration solution portfolios
(Samtani 2002, p.139). Additionally, there are also pure-play BPMS vendors
that concentrate on this domain (Khoshafian 2002, p.9).
A typical BPMS solution includes a graphic modeling tool, a business process
engine, a business process monitoring interface, a business process engine
interface and an integration technology, such as an integration server
(Linthicum 2004). The relationships of these components are presented in
Figure 20. The graphic modeling tool provides means to design the business
processes, by drawing process diagrams that represent the business logic
and information movement between systems, while hiding the actual
implementation (Samtani 2002, p.139). The heart of the system is the process
engine, which controls the execution of processes, maintains process state
and interacts with the underlying integration infrastructure (Linthicum 2004,
p.57). The task list of the engine also includes keeping an audit trail of the
executed processes (Khoshafian 2002, p.9). The monitoring interface allows
users to track processes and take necessary optimization steps, without
interrupting the process. The engine interface permits other applications to
access the process engine. Finally, the integration technology provides the
required connections to the underlying source and target systems. (Linthicum
2004, pp.57-58)
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Figure 20. The components of a typical business process integration solution
(Linthicum 2004, p.58).

Currently, many integration solution providers are promoting BPMSs as
integral components to their integration platforms (Linthicum 2004, p.13;
Samtani 2002, p.151). However, BPMSs have yet to gain the acceptance of
market masses. According to Baeyens and Fricke (2006), this is a result of
three things. Firstly, this lack of acceptance is due to market fragmentation
and lack of common foundation to build on. Secondly, implementing BPMS
systems tend to be expensive due to licensing and consulting fees. Thirdly,
widely accepted standards, excluding BPEL, are missing from this domain.
They identify open source foundation and decoupling integration middleware
from BPMS as possible means of boosting the adoption of these systems.
(Baeyens & Fricke 2006) BPMSs not being widely adopted and the lack of
standards that support interchangeability of process models may also be
seen as potentially inhibiting factors of VE process integration.

3.2.4 MIDDLEWARE AND INTEGRATION SERVERS
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When reviewing the different integration approaches, it becomes quite
apparent that middleware has a central role in B2Bi. Middleware provides
connectivity to applications through adapters, data transformation capabilities,
service request routing, support for different types of inter-application
communication, and is sometimes associated with a BPMS. But what exactly
is middleware? It is possible to generally define middleware as any type of
software that facilitates and manages interaction between two or more
heterogeneous software systems (Linthicum 2004, p.116; Alonso et al. 2004,
p.29). Middleware comes of different types, including transaction processing
monitors, message-oriented middleware, distributed components middleware,
application servers and integration servers (Linthicum 2004, Samtani 2002).
Some even argue that there is too much middleware (Stonebraker 2002). It
would be impractical to dissect all middleware types in this section. Instead, a
specific type of middleware, integration server, which provides an almost
complete solution to the needs of B2Bi, is outlined here.
The fundamental goal of integration servers is to enable all types of
integration within an enterprise and between trading partners (Samtani 2002,
p.267). They are able extract the required information from the source
system, transform it to a correct format and transfer it securely to the target
system using proper communication mechanism. Integration server solutions
are offered by multiple vendors, meaning that not all products provide the
exact same functionality or share the same architecture. However, it is
possible to define some general services these products provide and two
major architectural approaches they build upon. Some features of integration
servers have already been mentioned in section 3. Figure 21 provides a more
complete view to the basic services typically provided by an integration
server.
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Figure 21. Integration server components (Bussler 2002b, p.3922).

As mentioned earlier in section 3.1.2, integration servers provide a set of
ready-made adapters that enable communication between back-end systems
and the integration server. Typical mechanisms used by adapters include
sequential file access, invocation of component methods using APIs, RPCs
and direct database access. The carrying idea is to provide adapters to as
many leading enterprise applications as possible. Besides adapters,
integration servers typically include different types of communication services,
including

capabilities

for

asynchronous,

as

well

as

synchronous,

communication, message queuing, flow control, publish-and-subscribe and
support for multiple security mechanisms. They should also support multitude
of communication protocols, including FTP, HTTP, HTTPS, SMTP and
TCP/IP. (Samtani 2002, pp.260-268) Additionally, integration servers often
entail a novel way to route information, called intelligent or content-based
routing. Intelligent routing allows integration servers to analyze the incoming
messages, and based on their content and a set of predetermined rules, the
integration servers are able to process the messages and route them to
correct destinations. This facility builds on the data transformation component
and rules processing capability of the integration server. (Linthicum 2004,
p.203) What makes the routing task a challenging one, is that the information
required for the routing decision may reside virtually anywhere in the
message.
An integration server contains a data transformation component that allows
information extracted from a source system to be translated on the fly to a
format that is understandable to the target system. This involves both schema
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and data conversion. (Linthicum 2004, pp.198-202) Again, an integration
server should understand and be able to convert multiple data formats,
including standards based on XML and EDI. (Samtani 2002, p.260-268)
Typically, integration servers include a workflow management component,
which in a way binds the adapters, transformation and communication
together, by allowing the dynamic modeling of integration between systems.
One workflow step may include data extraction using an adapter, while
another step may execute a local function, such as data transformation and
the final step executes the sending of a message to a system hosted by a
trading partner. (Bussler 2002b, p.3921) As suggested in section 3.1.4,
current development may lead towards more complete BPMSs.
Integration servers also employ different types of repositories. The
information that travels through the integration server may be stored in a
message warehouse, which is a dedicated database. This message
persistence facility is created in order to fulfill the needs of message mining,
integrity, archiving and auditing. (Linthicum 2004, p.205) Another type of data
store typically included in an integration server is a metadata repository,
which contains information, such as communication protocol, message
format, and security mechanism unique to a specific trading partner.
Additionally, an administration tool with a graphical user interface should be
included for controlling and monitoring the integration server behavior.
(Samtani 2002, pp.266-270)
The two architectural approaches for integration servers are hub-and-spoke
and network bus (Sanchez et al. 2001, cited in Erasala et al. 2003, p.79). In a
hub-and-spoke architecture, the integration server acts as the hub, providing
necessary integration services to the connected systems, that is, the spokes
(Erasala et al. 2003, p.79). The management of this centralized solution
should be relatively simple, as well as plugging new systems to the hub
(Samtani 2002, p.256). However, in this type of architecture the integration
server often represents a single point of failure and a possible bottleneck
(Erasala et al. 2003, pp.79-80). These two issues can be circumvented with a
clustered solution, in which multiple integration server instances run on
different physical machines (Samtani 2002, p.257).
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In the network bus model, adapters are installed at each system that is to be
integrated. The bus backbone is then used for interacting with the integration
server and other systems that are connected to the bus. (Sanchez et al. 2001,
cited in Erasala et al. 2003, p.80) Rather than hub, the integration server
should be regarded as an additional service on the bus (Samtani 2002,
p.258). While being harder to manage as the number of integrated systems
grows, this distributed model should alleviate the scalability concerns (Erasala
et al. 2003, p.80).
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Figure 22. Hub-and-spoke and network bus integration server architectures (Samtani
2002, pp.257-258, modified).

All in all, integration servers provide “one-stop-shopping” for integration
technology (Linthicum 2004, p.203). Integration servers allow companies to
leverage their existing infrastructure, reduce in-house custom coding required
for integration and, according to Gartner Group, speed up the development of
interfaces between applications (Samtani 2002, p.285). Hence, they should
also be valuable for a company’s preparedness to join a VE, regardless of its
integration approach. However, they do also have a hefty price-tag attached
to them (Samtani 2002, p.285). The price of an integration server
implementation combined with the expertise required to leverage its
capabilities force companies to think the return of investment of integration
servers. SMEs and companies with lesser need for B2Bi may decide to
purchase required integration server capabilities from a service provider that
runs one, or settle for more light-weight middleware solution.
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3.2.5 STANDARDS
To overcome the interoperability issues in B2Bi, the adoption of standards
takes an important role. Standards ease the B2Bi problem by providing a
ready template, common terminology and structure for the information that
needs to be shared among business partners (Preist et al. 2005, cited in
Kotinurmi 2007, p.33), by reducing variety (David 1995, cited in Kotinurmi
2007, p.33) and by defining bindings to communication protocols, business
process conversations and security mechanisms (Medjahed et al. 2003,
p.60). Because multiple approaches to B2Bi exist, standards are needed on
multiple layers, including information, service and process layers (Linthicum
2004, p.279). Moreover, standards-based B2Bi solutions are likely to be more
scalable than solutions relying on proprietary links (Kotinurmi 2007, p.33).
Among the most discussed standards in the B2Bi domain are derivatives of
Electronic Data Interchange (EDI) and XML. The fundamental idea behind
EDI is secure electronic exchange of business transactions, including
purchase orders, invoices, inquiries, planning and financial reporting (Samtani
2002, p.154), which are modeled in a standard digital format (Meadors 2005,
p.83). Moreover, EDI is fundamentally based on inter-company agreements.
Conventionally, the two most popular standards linked to EDI have been X12
and EDI for Administration, Commerce and Transport (EDIFACT) (Meadors
2005, p.83).

Moreover, there has been a tendency to use value added

networks (VANs) for data exchange between partners, rather than direct links.
The costs associated to the use of VANs, in addition to the required software
and hardware investments have limited the adoption of EDI (Samtani 2002,
p.154), especially in case of smaller companies (Meadors 2005, p.83).
However, the Internet era has also led to developments in EDI, namely, EDI
over the Internet (EDI-INT). Fundamentally, EDI-INT aims to deliver secure
business transactions over the Internet and is more of an option to the smaller
companies as well (Meadors 2005, p.83). Besides enabling data exchange, in
case of VEs, EDI has been considered as a driver that facilitates switching
(Mowshowitz 2002, p.47).
Another result of the Internet era is the diffusion of XML. During chapter 3, it
has become apparent that XML has a role in different B2Bi approaches from
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information-oriented to business process –oriented integration and in
integration components, such as Web services. XML is essentially a data
definition language (Samtani 2002, p.161), which can be used to define the
format of data exchanged in B2Bi (Kotinurmi 2007, p.18). In B2Bi context, the
strengths of XML are that it is founded on flexible open standards and it
promotes loose integration of components (Samtani 2002, p.161). However, if
two applications produce data in XML format, there are still no guarantees
that these two applications understand each other (Kotinurmi 2007, p.18).
Therefore, the business parties that engage themselves to B2Bi need to
explicitly agree on data semantics or comply with an XML-based standard,
such as RosettaNet, or ebXML, which defines the necessary document
formats, information allowed in a document and includes descriptions of
processes (Samtani 2002, p.188). Of these two, RosettaNet is a vertical
standard originally aimed at the electronic component and IT industry
(Samtani 2002, p.188), whereas ebXML is a horizontal standard that aims for
global use of e-business information (Kotinurmi 2007, p.25).
Fundamentally, RosettaNet aims to align the business processes of two or
more partners of a supply chain. It builds upon Partner Interface Processes
(PIPs), dictionaries and RosettaNet Implementation Framework (RNIF)
(RosettaNet 2008). PIPs define certain intercompany public processes,
including “Request Quote“ (PIP 3A1 in Figure 23) and “Request Purchase
Order” (PIP 3A4 in Figure 23) and the business documents associated to
these. The internal private processes of trading partners then interact with
PIPs to either initiate or receive business documents (see Figure 23).
(Kotinurmi 2007, p.25) RNIF includes specification of packaging, routing and
transport of PIP business messages and signals. RosettaNet Business
Dictionary specifies the properties used in basic business activities and
RosettaNet Technical dictionaries include properties for defining products.
(RosettaNet 2008) RosettaNet, and other standards of similar type, is an
interesting standard from the perspective of VEs, since it aims to standardize
and interface specific business processes, rather than just business
information. This kind of standardization is likely to increase the level of
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readiness of companies to build and join VEs in certain industries or industry
clusters.
BUYER

Send RFQ

PIP 3A1
Request

SELLE

Process
RFQ

Check
Product
Availabilit
y

Wait
Process
Response

Prepare
Quote

PIP 3A1
Respons

....

....

Process
PO

Process
PO

PIP 3A4
Request

Check
credibility
Wait
Process
PO

Wait
Send PO
Response

PIP 3A4
Respons

....

Figure 23. Rosettanet B2B collaboration. White boxes are used to denote internal
computational steps, dotted boxes placeholders for possible many omitted internal
computational steps and grey boxes represent public behavior according to the PIPs.
(Haller et al. 2007, p.1369)

In chapter 2, it was identified that

VEs

call for standardization.

Standardization is seen as an enabler of switching, because it lowers the
transaction costs associated to coupling and decoupling production
processes (Mowshowitz 2002, p.119). However, adhering to same standard
does not alone guarantee proper interoperability between two partners, as
standards often offer room for manoeuvre (Preist et al. 2005, p.988). For
instance, each message schema within a PIP is defined in RosettaNet, but a
number of elements within a given schema are left optional. This leads to a
situation, where a buyer may need to interpret new information sent by a new
seller. (Haller et al. 2007, p.1369) Moreover, standards tend to be as good as
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the number of people or companies that leverage them (Linthicum 2004,
p.291).

3.2.6 SECURITY
When partially cooperative enterprises engage to B2Bi and electronically
share sensitive information, such as product and customer data, as well as
automate inter-enterprise business processes, including orders and invoicing,
it is quite obvious that security of the business-critical information takes a
central role. Leakage of confidential information could have disastrous
consequences on the business relationships (Samtani 2002, p.288). The
security measures that need to be put into place largely depend on the
approach to B2Bi. For example, a POI solution with a Web front-end needs to
address different security issues than a SOI solution, which typically involves
exchanging SOAP-messages over the Internet. Portal applications are
protected by security services, including user profile management, user
identify verification, back-end application access control and access policy
enforcement (Chandran et al. 2003, p.391). Generally, integration approaches
that involve business message exchange over the Internet need to address
security concerns, including: (Samtani 2002, p.292; Rosado et al. 2006,
pp.521-522)


Authentication: Verifying the identity claimed by the message sender.



Authorization: Determining the set of messages an authenticated party is allowed to send.



Integrity: Ensuring that a message was not altered during transmission - either accidentally or
purposely.



Confidentiality: Assuring that the privacy of a message prevails during transmission.



Auditing: Keeping a record of messages so that problems can be analyzed later on.



Non-repudiation: Enabling interacting parties to show legal proof to a third party that the sender did
send the message and the recipient received the identical message.



Availability: Guaranteeing that critical resources are available at all times.

Of course, the communication end points need to be secured as well - be
they back-end applications, databases or integration servers. The amount of
technologies that can be used to satisfy the B2Bi security needs is vast and
not all can be dissected in this section. Instead, some of the technologies that
have gained particular interest in this domain are presented here. These
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include encryption, digital signatures and certificates, secure socket layer
(SSL) and firewalls. Encryption ensures the privacy of messages, by turning
them from readable format to non-readable. (Fitzgerald 2001, pp.113-114)
The encryption process is done with an encryption algorithm and using
private and public keys. In private key encryption, the same unique code, that
is, the private key is used both by the sender for encrypting and by the
receiver for decrypting messages. In public key encryption, the message
sender encrypts the message using a public key, and the message can only
be decrypted using the recipient’s private key. (Samtani 2002, pp.293-205)
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Figure 24. Private and public key encryption (Samtani 2002, pp.294-295, modified).

Public key systems provide the foundation for digital signatures, which are
used for authenticating the message sender. Digital signatures can be
constructed using a hash function that produces a message digest. A private
key is then applied to the digest, resulting a digital signature. The digital
signature can then be verified by the recipient using its public key. The
question of how to acquire a public key of a specific party is answered by
certificate authorities (CAs) that issue digital certificates. A company sends
required information, including a public key to the CA, which then verifies the
authenticity of the information and then issues a certificate. The information of
certificates is used by, for example SSL, which operates on top of the TCP/IP
network layer and provides privacy, integrity authentication to protocols,
including HTTP, SMTP and FTP. Thus, SSL provides security between
communicating systems. (Samtani 2002, pp.296-301)
A security solution is not complete without the added security of a firewall.
Firewalls protect a company’s internal networks by enforcing an access
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control policy to and from the network. They can be implemented by both
software and hardware. A novel way to leverage firewalls is to put in place a
demilitarized zone (DMZ). A DMZ typically includes an external firewall
shielding the systems inside the DMZ from external intruders and an internal
firewall denying unauthorized access to the company’s internal networks from
the DMZ. (Samtani 2002, pp.303-312) On the negative side, firewalls do block
several communication channels that could be used for interaction between
systems and thus represent a special challenge to B2Bi. Some of the issues
caused by firewalls can be circumvent through tunneling solutions. (Alonso et
al. 2004, pp.114-115)
Security claims a role in trust-building between trading partners, for instance,
by

ensuring

reliable

business

transactions

and

data

transmission

(Ratnasingam & Phan 2003, p.41). Trust is essential to VEs, as discussed in
section 2.4.1.1, since VEs typically involve cooperation of parties that are
previously unfamiliar with each other. It is quite evident that a failure to
conform to security requirements set by the partnering companies may
compromise a B2Bi project altogether. On the other hand, configuring security
solutions, like opening firewalls, is time consuming. Companies have often
developed security policies and procedures that need to be followed when
changes are made to the security solutions. VEs require flexibility from these
security solutions, policies and procedures, both in formation and
reconfiguration, since changes should be made to the VE without incurring
excessive transaction costs, including time.

3.3 RISKS IN BUSINESS-TO-BUSINESS INTEGRATION
As discussed earlier in this chapter, multiple different technologies, standards
and patterns exist for the B2Bi problem domain. This variety basically means
that unless an integration project is thoroughly planned as well as
systematically managed and executed, it may become a daunting and risky
process. The first thing where things can go wrong is the understanding of the
problem domain and the end-to-end inter-organizational business processes
(Linthicum 2004, p.370; Lam & Shankararaman 2004, p.41). Failure to
understand the complete processes, including how companies handle
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exceptions, may lead to an integration solution that does not satisfy the needs
of the business. To avoid this, all relevant stakeholders of a business process
need to be included in the planning. Additionally, the parties involved in a
process should clearly agree on the used business semantics. (Lam &
Shankararaman 2004, pp.42-43. For example, having not defined the
meaning of data on a sufficient level of detail can lead into shipment of wrong
items, wrong amount of items or correct items on a wrong date. Moreover,
ordering 100000 CPUs on a given date is futile, if the vendor can only supply
10000.
Thorough planning also reveals deficiencies in the systems that are involved
in the integration project. In the worst case, these may turn out to be
“integration showstoppers”. A key thing is to realize that ICT systems exist to
benefit business processes, not the other way around. Hence, a generic
guideline is that business processes should not be changed in order to
alleviate shortcomings of ICT systems. Planning, including the mapping of
business process parts to integration components, uncovers the need to add
new system functionality in order to satisfy the process requirements or even
adding manual steps to the process. (Lam & Shankararaman 2004, pp.42-43)
Another thing that can make or break an integration project is testing.
Overlooking the necessity of testing may result in mishandling of data,
including loss of important information or wrong information appearing into
applications (Linthicum 2004, p.388). Thus, testing should be a major concern
for VEs as well, both during VE formation and reconfiguration. Successful
testing process typically involves setting up proper development and test
environments within each enterprise, as well as generating test data that
resembles real-life data. Furthermore, stress testing should be conducted in
order to evaluate system performance and reveal possible bottlenecks. (Lam
& Shankararaman 2004, pp.47-48) If timeliness of data is critical to a
business, it is clear that the integration solution should deliver consistent
response times even under increasing load. This requires designing for
performance and scalability from the components of an integration solution.
(Linthicum 2004, p.388) Scalability could turn out to be an issue for VEs, if the
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network grows during operation phase, due to reconfiguration. Additionally,
newly added partners’ systems may represent possible bottlenecks.
Once the integration solution is properly tested, the next step involves taking
it to production. Besides meticulously planning the cut over, the companies
should have a rollback plan in case the cut over fails (Lam & Shankararaman
2004, p.48). Lastly, the companies need to have people assigned for
maintenance tasks, such as security management, system performance
monitoring and problem-solving. Deviations from normal system behavior
should be dealt with immediately, as B2Bi involves exchanging crucial
business information between mission-critical systems. (Linthicum 2004,
p.392). A failure in cut over or neglecting system monitoring is likely to have
negative business impact due to, for instance, occurred delays.
The role of planning in B2Bi projects generally cannot be overemphasized.
Without proper planning, the implementation of an integration project may
become chaotic, with new work items emerging and project completion dates
being delayed (Lam & Shankararaman 2004, p.48). Of course, delays have a
direct impact on project costs. VEs may be more intolerant to delays since
they seek rapid formation and minimized transaction costs. Whether VEs are
also more prone to the aforementioned risks is likely to depend on multiple
factors, such as, capabilities of individual companies, complexity of both the
VE and its business processes and the desired integration solution.

3.4 BUSINESS-TO-BUSINESS

INTEGRATION

TRENDS

AND

EMERGING

COMPONENTS

In B2Bi domain, adoption and diffusion of new integration approaches or
components typically takes time. At times, a new standard or technology is
not adopted, until it is demanded by a key business partner. The slow rate of
adoption of new technologies is due to issues, including their invasiveness,
uncertainty revolving around them and costs associated with their adoption. In
this context, invasiveness means changes induced to the existing ICT
infrastructure upon the adoption of new technology. Of course, new
approaches and components are adopted, if they are valuable to the
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business. Next, some of the most relevant trends and new components of
B2Bi are discussed.
At present, implementations of SOA represent the state-of-the-art in the
integration domain (Keen et al. 2004) and the service-oriented approach in
general is gaining ground (Linthicum 2004; Rosenberg 2005). According to
AMR Research report, IBM alone has approximately 5700 ongoing SOA
projects worldwide (IBM 2008). According to Linthicum (2004, p.4), there is a
general movement from IOI to SOI. This trend is also interesting from the
perspective of VEs. SOI approach promotes loose coupling between
components that need to be integrated, standard interfaces, keeping a
registry of services and composing services into business processes that
span over multiple companies. The aforementioned features should be
realizable through open standards and at a relatively low cost. These
promises seem to conform very well to the requirements set by VEs.
However, the obstacles discussed in sections 3.1.3 and 3.2.2 ensure that SOI
approach does not provide an “out-of-the-box” –solution for VE integration.
Another ongoing trend in the B2B domain is convergence. Firstly, as
discussed in section 3.2.1, the borders between B2Bi and EAI are becoming
blurred, since integration product vendors are including capabilities to their
products that are suitable for both domains. Additionally, solutions that build
upon SOA are further blurring these borders, since services may reside within
a single company or outside the company’s borders. This type of
convergence potentially results in designing for integration, rather than
designing for internal or external integration. This, in turn, may result in better
availability of information, and therefore speed up integration.

Secondly,

according to Forrester Research Inc, also SOA and BPM are converging (Jax
Magazine 2007). From another perspective, the business process –oriented
integration is seen as “the ultimate destination of application integration.
(Linthicum 2004, p.13)” Hence, the convergence can be seen more of a
natural movement. Anyhow, business process -oriented integration remains a
hot topic in the B2Bi domain.
Besides the aforementioned trends, there are also several emerging B2Bi
components that may gain importance in the near future. In this section, two
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emerging components, namely semantic Web technologies and software
agents, are introduced, since they seem to be particularly interesting for VE
integration. In addition to these, there are several new emerging standards,
such as, Universal Business Language (UBL) (see UBL 2008; TIEKE 2008)
and new technologies to this domain, such as, grid computing (see Foster et
al. 2002; Hao & Hao 2007) and P2P technology (see Samtani 2002; Putnik et
al. 2005) that will potentially enable new approaches to B2Bi. However, these
are not further discussed in this thesis.
B2Bi standards often define meanings for data, but leave room for variation,
as discussed in section 3.2.5. For instance, EDIFACT and RosettaNet PIP
messages contain many optional elements that can be used differently by
separate companies. This opens new possibilities for semantic Web
technologies in the B2Bi domain. The semantic Web technologies, including
the Resource Description framework (RDF), Resource Description framework
(RDF) and Web Ontology Language (OWL), aim to solve the interoperability
issues of current Internet technologies (Kotinurmi 2007, p.20). Given this
goal, it seems quite natural that semantic Web technologies are being paired
with Web services. The idea behind semantic Web services is to place a
semantic layer on top of Web services and to extend Web services with
explicit representation of meanings (Kotinurmi 2007, p.21). In ideal situation,
the use of these technologies would result in higher degree of automation and
significantly reduced integration times. Moreover, semantically describing the
services a company is offering may potentially ease service discovery and
partners selection. (Preist et al. 2005, p.988) Of course, this requires that
such registry exists, where the service lookup may occur. Due to the
aforementioned features, the value proposition of semantic Web technologies
to VE integration is clear (see Zhonghua Yang et al. 2006). However,
semantic Web technologies are not yet used in B2Bi, and standards, such as
RosettaNet represent the best effort of domain-specific ontologies (Kotinurmi
2007, p.85).
The use of software agents in B2Bi is currently being evaluated. Software
agents are basically software components that are programmed to sense the
environment they are in, act upon it and adapt to it (Samtani 2002, p.382).
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The agents are not designed to operate in isolation (Samtani 2002, p.382),
but entail capabilities for interaction, communication and decision making
(Shen et al. 2007, p.317). The vision of agents is that they will be able to
search and interpret data of vendors and products, make transactions and
generally automate coordination activities between business partners
(Samtani 2002, p393). The use of agents is also considered in VE context,
since a VE is typically formed of partially cooperative, distributed,
heterogeneous and autonomous entities, and therefore relatively easily
mapped into MAS (Camarinha-Matos & Afsarmanesh 2003, p.343). For now,
real-life agent-based B2Bi is non-existent, and only prototypes have been
developed in research labs using proprietary agent technologies (Shen et al.
2007, p.317). When the B2Bi community is able to mitigate the complexity of
solving traditional B2Bi problems, such advanced technologies may begin to
gain ground.

3.5 INTEGRATION

OPTIONS AND POSSIBLE CONSTRAINTS FOR VIRTUAL

ENTERPRISES

In this section, the IOI, SOI, BPOI and POI approaches to B2Bi and the
essential B2Bi components have been introduced and discussed in VE
context. It has been argued that solutions can be built using the
aforementioned approaches and components to conform to the VE
requirements for safe transactions, application integration and business
process integration. Additionally, consideration has been put on how these
conform to the requirements of full VE life cycle support and of support for VE
reconfiguration dynamics. The use of Web service technologies, namely
UDDI, has been considered as an enabler of automated partners search and
selection. However, it has been noted that UDDI registries are restricted to
private ones. Still, a service registry could be created to store, for instance,
services available to a given VBE. Agent technologies have also been
considered for the partners search, but their practical application is still years
away in the B2Bi domain.
Reconfiguration dynamics is a characteristic of VEs that poses considerable
challenges to B2Bi. These challenges are primarily a result of heterogeneity
of business partners that seek B2Bi. Current technologies, including Web
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services, quite effectively enable flexible integration across diverse platforms.
However, differences in application semantics inhibit efforts for integration
automation and dynamic integration. The technologies of semantic Web have
been considered to solve the issues that arise from semantic heterogeneity.
At present, these technologies have not been adopted by companies or
trading communities. Hence, the sight is on B2Bi standards that limit variety
by providing a ready template, common terminology and structure for the
information that needs to be shared among business partners. Some of these
standards, such as RosettaNet, also bring value to the integration of intercompany business processes and lead the way for process-oriented
solutions, including BPMSs.
It is not that VE reconfiguration dynamics could not be realized through
current B2Bi approaches and components. Several middleware solutions,
including integration servers, are designed to bridge the semantic gap that
exists between companies by providing capabilities for data transformation.
However, if differing semantics needs to be tackled case by case when a VE
is reconfigured, the transaction costs are likely to rise considerably.
Conformance to standards, for instance, within an industry cluster may bring
companies semantically closer to each other and thus act as an enabler of
dynamic reconfiguration. Hence, one of the key arguments of this thesis is
that preparedness of partners is essential to the cheap formation and
dynamic reconfiguration of a VE.
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4. INTELLIGENT

ROUTING

SOLUTION

TO

TRADEXPRESS
One strategy to B2Bi is that a company makes a single connection to a B2B
integrator, denoted here as integration service provider (ISP), and lets it “take
care of all the complex, behind-the-scenes work necessary to bridge the
electronic gap between its partners, vendors and customers quickly and
painlessly. (Samtani 2002, p.19)” The fundamental idea is that the customers
of an ISP can build on the capabilities of their existing systems without any or
with little changes to these systems. Yet, the integration services offered by
an ISP make it possible for these companies to sign up on virtually any
service that is available electronically.
From the opposite perspective, an ISP faces the formidable task of managing
a multitude of connections between its customers and their business partners
on the integration server it is running. These connections are often messagebased and represent the full spectrum of standards and message types. In
this thesis, the integration server of interest is TradeXpress (TX). This chapter
includes presenting the design of an intelligent routing solution (IRS) to TX.
The IRS addresses an ISP’s need for content-based routing and effectively
setting up and managing the message-based connections on TX.
Additionally, consideration is put in this chapter on how a company’s
preparedness to join a VE is affected in case it decides to leverage the
services of an ISP running an integration server as its B2Bi strategy.

4.1 THE

NEED AND OBJECTIVES FOR THE INTELLIGENT ROUTING

SOLUTION

A fundamental requirement for an integration server is to route incoming
messages to correct target systems (recipients), transforming them if
required. Incoming messages in this context are messages that are either
sent to the integration server or fetched by it. In TX, one possibility to conduct
the necessary routing operations for incoming messages is to build static
routes. In static routes, messages propagate predetermined paths on the
integration server. For instance, all the data sent by one source system is
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transformed to a fixed format and sent to a fixed target system. When a
source system transmits messages intended for multiple recipients or differing
messages to a single recipient, additional routing logic is generally needed.
Another alternative is to use dynamic routing. In dynamic routing, routing
rules are created into the integration server and based on these rules the
integration server makes a routing decision. In TX, these routing rules can be
based, for example, on file naming conventions or pre-built content-based
routing capabilities of TX routing module (see section 4.3.2). However, there
are numerous situations, where messages cannot be routed according to the
file names. Additionally, this approach requires that the source system
supports a file naming convention and it also restricts the data communication
protocols that can be used for the data transfer. As stated previously in
section 3.2.4, content-based routing allows integration servers to analyze the
incoming messages, and make routing decisions based on their content. TX
has pre-built content-based routing capabilities for commonly used standards,
such as, EDIFACT, ANSI X.12, VDA and XML. However, the pre-built
EDIFACT routing capability for instance is restricted to information in UNG-,
UNB- and UNH-segments. If the routing decision needs to be done according
to data in other segments in the message, custom programming is needed.
There are also limitations in content-based routing of other standards-based
messages and content-based routing of messages in any proprietary format
always requires custom coding.
As discussed above, an ISP faces a challenging task of effectively configuring
as well as managing the message-based connections and routings between
its customers and their business partners on the integration server it is
running. The challenges result primarily from the amount of connections, as
well as the diversity of systems of the parties involved. The diversity of
systems requires that a large variety of communication mechanisms and
message formats, both standard as well as proprietary, are supported by the
integration server. Integration servers are typically designed to cope with this
kind of situation and offer scalability, secured transactions and standards
compliance (Samtani 2002, p.267). TradeXpress makes no exception to this.
However, the issues listed above may lead to a situation, where an ISP has a
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complex web of dispersed routings that are created in ad hoc -fashion.
Instead of using a mixture different routing approaches to separately
configure each connection, there is a need for a generic mechanism, which is
able to dynamically route all the incoming messages in TX, no matter what
the file names, message formats and message types are. The need is most
obvious for ISPs serving multiple SMEs on a single TX user environment.
However, the need may also exist for user environments created to serve
companies with considerable number of partners and multiple internal
systems or business units. Basically, this mechanism must be founded on
content-based routing. To the aforementioned need, the IRS strives to deliver
a solution. It also aims to create more flexible message-based interfaces
between ISP’s customers and their partners.
The objective of IRS is that customers of an ISP, or their designated partners,
can send files containing a number of messages in any given format to TX
server, using any communication mechanism supported by TX, and the IRS
routes them to the correct target systems based on their content. The routing
procedure may include processing, such as, message transformation, or
messages may only need to be routed to the correct recipients unprocessed.
Given the amount of all possible message formats, the IRS is initially
designed to support three common standards-based message formats,
EDIFACT, OVT and XML, and additionally, all kinds of text-based proprietary
message formats. The idea is that the IRS may be configured to route any
type of message that conforms to one of the formats listed above. After the
initial setup, the IRS must support adding new functionality. For instance, new
message formats, types, processing capabilities and recipients may need to
be added to the IRS, as the businesses of ISP’s customers evolve or as the
ISP acquires new customers. The IRS concept is illustrated in Figure 25
below.
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Figure 25. The concept of intelligent routing solution.

4.2 DEFINING THE INTELLIGENT ROUTING SOLUTION
In order to dynamically route messages based on their content, the
integration server must understand the format of the incoming messages.
Once the message format is known, it is possible to deduce the information
needed to determine proper processing for the messages and the correct
target systems. This section includes defining the capabilities of the IRS, that
is, what the system will and will not do. Additionally, the sequence of actions
required to achieve the desired outcome is identified. Hence, the focus is kept
in the problem space before moving into the solution domain.

4.2.1 SYSTEM CAPABILITIES
To gain better understanding of what is to be built, it is beneficial to view
things at a high level of abstraction, thus hiding the details of the actual
implementation. This includes describing the system’s capabilities, that is,
what the system will and will not do. UML use case diagrams are particularly
useful in visualizing the capabilities of a system and they provide a
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convenient way of prioritizing them later on (Kimmel 2005, p.19) The
capabilities of IRS are modeled with two separate use case diagrams,
displayed in Figure 26A and Figure 26B, respectively. Figure 26A represents
a use case where the IRS conducts the activities required to route messages
sent by its clients’ and their designated partner’s applications. Figure 26B
portrays a use case of adding new capability to the IRS. Together these two
use cases conform to the objectives presented in section 4.1
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Figure 26A. Use case of routing messages.
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maintaining capabilities.

The first use case (
Figure 26A) starts when a message sent by a source application or fetched
by TX is stored to the file system of TX server. The sole <<system>> actor is
TX. In order to route messages, the IRS must:


Receive file: The IRS needs to be able to receive files for processing. It expects that the messages are
stored to the file system of TX server and made available for processing. A file contains an interchange,
which in turn may contain several messages, for example, multiple invoice messages for 1 to n recipients.
An interchange may not contain messages in multiple formats, for example, both XML and EDIFACT.
Neither may it contain multiple types of messages, for example, orders and invoices. Additionally, multiple
interchanges in one file are not initially supported. Moreover, the files must be in text format, not binary.
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Deduce interchange format: A key capability of the IRS is deducing the interchange format. Data
representation differs considerably between, for example, XML and EDIFACT. When the format is known,
it is possible to extract the information required to select correct processing for messages.



Deduce message type: Message type needs to be determined by the IRS in order to select correct
processing. Different processing is conducted to messages containing orders than to ones containing
dispatch advices.



Deduce message recipient(s): A fundamental requirement for the incoming messages is that they must
contain a recipient identifier. Additionally, this identifier must be both unique and unambiguous, because it
is used to determine the target system the message is sent to. The IRS must extract a recipient identifier
from each message and check the validity of each recipient. The identifier can be, for instance in Finland,
a business identity code assigned by a public authority or an OVT (Organisaatioiden Välinen Tiedonsiirto)
code. Other mechanisms to determine the message recipient can be created later on.



Filter messages: An interchange consisting of multiple messages to a number of different recipients
needs to be split in separate messages or in recipient-specific interchanges in order to process them
correctly. Initially, the IRS is designed to filter messages into files that contain only one message per file.



Determine processing(s): Based on the message format, message type and recipient information, the
IRS makes a decision of the subsequent processing for each filtered message. The processing may
include data transformation, for example, from proprietary format to EDIFACT format and sending
message to the target system, or just sending the message. For instance, the message may be routed
without processing in case, when the originating system produces data in a representation the target
system can understand, but is unable to send messages using the right communication mechanism or the
right communication media. In TX, the processing is linked to the sending of messages to the correct
systems (see section 4.3.3)



Launch processing: Based on the determined processing, the IRS starts the processing for each
messages included in the received file.



Handle exceptions: In order to be a credible solution, the IRS must handle exceptions as they arise.
Exceptions may occur at different stages of the routing procedure. Exceptions and their handling are
discussed further in sections 4.2.2 and 4.6.2.

Above, the primary capabilities of the IRS were presented. The IRS is not
concerned on what kind of processing is conducted to the messages. The
processing is to a great extent connection-specific. For instance, a company
may use different message representation for the same information to
communicate with different partners, and it is not generally possible to use the
same application to transform these messages. Hence, the IRS routes
incoming messages to the correct processing and expects that the processing
handles the transformation and sending activities. However, the processing is
still considered as a part of the system. Additionally, the solution is not
concerned on how the communication links between an ISP and its
customers as well as between the ISP and its customers’ partners are
implemented. More precisely, what communication protocols are used, how
the connections are configured and what security mechanisms are put in
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place, is beyond the scope of the IRS. The IRS merely expects that the
messages are stored to the file system of TX server and made available for
processing.
The other use case presented in Figure 26B involves maintaining the IRS. A
new customer to an ISP may require that a new message format is supported
by the IRS or an existing customer may want to send new message types to
existing or new partners. In the maintenance use case, there are two actors,
TX and a system administrator. In order to be maintainable, the IRS must
support:


Maintaining message formats: It is not feasible to try to support at once every message format that
exists, because there simply are so many of them. Initially, the IRS is designed to recognize XML,
EDIFACT, OVT and proprietary text-based message formats. Support for new message formats is added
as a need arises, for example, when a new customer starts using services of an ISP.



Maintaining message types: New message types need to be recognized by the IRS as the trading
relationships between ISP’s customers and their partners evolve. Companies may first automate order
processes and later add invoicing, logistics processes, etcetera. What message types are initially
configured to the IRS, depends entirely on the needs of the customers of an ISP.



Maintaining recipients: Adding new recipients for the messages routed by the IRS needs to be
supported. New recipients are added, for example, when companies start doing business with new
partners.



Maintaining

processing

capabilities:

New

processing

capabilities,

for

example

message

transformations, need to be added when new customers start sending messages, or when new message
formats, message types and recipients are introduced to the IRS.

4.2.2 SYSTEM ACTIVITY
Before going into greater detail of how the system is to be implemented in TX,
it must be considered how the system should work on a conceptual level. The
focal tasks of the IRS, that is, recognizing the message format, type,
recipients and filtering the interchange into individual messages need to be
carried out in a specific order, so that correct processing can be selected and
launched. The operation logic of the IRS is depicted in Figure 27 below.
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A file is stored to the file system

Receive file

[unknown format]

Deduce
format

Handle
exceptions

[known format]
[unknown type]

Deduce
message type

[known type]
[invalid recipient]

Deduce
recipient
[valid recipient]
Determine
processing

[processing not found]

[processing found]
[more messages]
[no more messages]
Filter
messages

Launch
processing

Figure 27. Activity diagram depicting the operation logic of the intelligent routing
solution.

First, the files sent to TX or fetched by it need to be retrieved by the IRS.
These files may reside virtually anywhere in the file system of the TX server.
Hence, the IRS must be able to scan specific directories for incoming files.
After the files are retrieved, the IRS needs to deduce the interchange format
contained by the retrieved files. In case the format cannot be deduced, proper
exception handling procedure needs to be launched. Once the format is
known, it is possible to deduce the information inside the messages that is
needed to route messages to correct target systems. The first required
information is the message type. The IRS must deduce the message format
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and type to determine the data representation. For instance, if the format is
identified as XML and the message type as a custom invoice, the system
knows that the message conforms to the custom invoice schema. If the IRS
detects an unknown message type, it must start an exception handling
procedure.
As the message representation is known by the IRS, it is able to deduct any
information, residing anywhere in the interchange. Message recipient
information is deduced to select the correct target system for each message
contained in a file. The validity of a recipient needs to be checked by the IRS
to ensure that a target system configuration exists. In case the recipient is not
valid, an exception handling procedure is started. Based on message
recipient information, message type and message format, the IRS determines
the subsequent processing. If no processing is found, the IRS starts the
exception handling procedure. The tasks of deducing recipient information
and determining processing are carried out as many times as there are
messages in a file. After correct processing is determined for all the
messages in a file, the next action is to filter the messages into individual
messages. As the aforementioned tasks are all successfully conducted, the
IRS starts processing for all the filtered files. The processing then handles the
message transformation and sending to the target system, as specified in
section 4.2.1.

4.3 BASIC SYSTEM COMPONENTS
TX is an extensive integration server software package. The software is
available on multiple platforms, and its most recent major release is version
5.0. However, the intelligent routing solution is designed for the penultimate
version 4.4.1, due to its currently wider adoption. However, the software has
evolved relatively conservatively, thus migrating the solution to the most
recent version should not entail major barriers.
The architecture of TX fundamentally comprises of well-defined user
environments, application, as well as data communication interfaces, internal
databases, Reliable Transaction Engine (RTE) programming language, event
logs and Scanner process for orchestrating TX activity. TX also entails a
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graphical user interface (UI) for configuring TX user environments and data
flows as well as monitoring them. (Influe-Illicom 2007, pp.8-10) Next, the
components of TX that form the foundation for the IRS, namely partner
management, routing module, edisend module and RTE, are discussed in
more detail.

4.3.1 TRADEXPRESS PARTNER MANAGEMENT
The internal database system of TX in version 4.4.1 is proprietary and
includes for each user environment a System log (Syslog) database for
keeping track of events, a Partner database and two connection databases,
namely Edisend and Routing. Additionally, it is possible to build custom
databases for various needs. TX databases have a command line user
interface and a RTE-based programming interface for different types of
administrative purposes. (Illicom 2004a, pp.32-37) Every TX database is also
accessible through the graphical UI of TX.
Extracting recipient identifiers from messages and inspecting their validity
was mentioned as a core capability of the IRS in section 4.2.1. The
information of the parties exchanging messages using TX is by default stored
in the dedicated Partner database. It is possible that one physical party, for
instance a business entity, has multiple partner profiles on TX, that is, entries
in the Partner database. Partner profiles contain a partner identifier, transport
specific information, such as transport mechanism, as well as a network
address, message syntax used in communication and generic information
about the partner (see Figure 28)(Influe-Illicom 2007, p.22). Additionally, each
Partner database entry is linked to an info file. The info file can be used to
store supplementary free-form information in addition to the predefined
information described above. For IRS, the info file offers a way to store data
about the processings specific to a certain partner. As a result, the Partner
database enables IRS to store all partner metadata in one centralized
location.
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Partner database entry

Name=”Parnter name”
Tmech=”e.g. FTP”

Hostname/Network
address/Username/Password
Remote directory/filename/temporary filename

EDI syntax=”e.g. EDIFACT”

EDIFACT identifier

SAPPRN=”Partner identifier”

Identifier’s qualifier

INFO
METADATA1=”Processing1”
METADATA2=”Processing2”

Figure 28. Information related to a Partner database entry.

4.3.2 TRADEXPRESS ROUTING MODULE
Because of the pre-built capabilities of the TX routing module, there is no
need to start building the routing capabilities of the IRS from scratch. As
stated in section 4.1, the routing module includes built-in features for
analyzing message content. These are discussed next in this section
alongside with the basic operating principles of the module.
TX has been designed to receive, route and processes different kinds of
messages and files. However, TX is independent of the underlying data
communication software. Instead, it entails interfaces to many common data
communication applications that perform network-related tasks, including
connection opening and receiving data by means of a network protocol. The
interface uses signaling or queues for communication, and through the
interfaces TX receives data for processing on an event-driven basis. As TX
receives data, the routing module’s source and syntax level routers can be
used to analyze the data content and make a routing decision based on a
combination of pre-built and user-defined routing rules. (Influe-Illicom 2007,
pp.31-32)

The routing concept of TX and the most common transport

mechanisms and standard message formats supported by TX are presented
in Figure 29 below.
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Data communication software: SMTP, FTP, HTTP, JMS, IBM MQSeries,

Data communication interfaces and file system

Routing rules
Source level routers: SMTP, FTP, HTTP, X.400, Message queue, File …

Content=EDIFACT

Message header
UNH
Syntax level routers ANSI X.12, EDIFACT, XML, SPEC2000, VDA ...

T
R
A
D
E
X
P
R
E
S

Message
type=Delfor
Version=D
R l

Processing/Sending

D9 A

Figure 29. TX routing concept (Influe-Illicom 2007, p.31, modified).

As hinted above, the routing process of TX is divided into two layers: Source
level and syntax level routing. Source level routers have the capability of
identifying certain types of content. This capability includes, that source level
routers are able to recognize XML, EDIFACT, ANSI X12, OVT, VDA and
other standards-based message formats (Influe-Illicom 2007, p.31). If a
source level cannot recognize incoming data to conform to one of these
standards, it interprets the incoming data as “text” or “*”. This is the case with
proprietary inhouse messages. Additionally, the capability has some
limitations. One limitation is the inability to recognize the format of XML
messages, if they lack an XML declaration.
Based on content and transport-specific parameters, a source level router
determines the subsequent action, which may be syntax level routing,
execution of an Edisend sending process or an external command. For
instance, the file router can be configured to route EDIFACT messages to
EDIFACT syntax level router and XML messages to XML syntax level router.
This requires creating two distinct routing rules to the Routing database.
Moreover, the file router provides a way for IRS to retrieve files from the file
system and deduce the format of messages contained in these files. As TX
receives incoming files from ISP’s customers and their designated partners,
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also other source level routers may be used for receiving purposes. The initial
assumption is that these routers are configured to store the received files to
the file system for IRS.
Syntax level routers allow more detailed analysis on standards-based
messages. For instance, the EDIFACT syntax level router can deduct
interchange and header level information from message and compare it to the
routing rules specified in the Routing database. In many occasions, a routing
decision needs to be based on information found in the message body and
thus, the pre-built capabilities need to be extended. For instance, the
message recipient identifier may need to be deduced from the message
body’s NAD segment. Comparable situations may arise for other syntax level
routers as well. The needed extension can be based on custom RTE
programs, as syntax level routers allow execution of two RTE programs
during the syntax level routing process. These two programs are referred to
as “translator” and “postprocessor”. For example, the syntax level routers can
be used to identify just the type of an incoming standards-based message
and custom RTE programs can be used to deduce additional information
required to make a routing decision. This way, it is possible to alleviate the
constraints of TX syntax level routers and route messages to the correct
processing and ultimately to the correct target systems.

4.3.3 TRADEXPRESS EDISEND MODULE
The TX sending process configurations are stored in Edisend database. For
example, an edisend sending connection may involve sending a message or
a file to a partner or merely executing a specific program. One entry in
Edisend database contains information of how a sending process is started,
what processing is conducted, a default recipient (a Partner database entry)
and logging details, that is, what information of a sending process is stored in
Syslog. Possible startup mechanisms for an edisend process are file arrival to
a certain directory, directory scan and scheduled or external start-up. The
scheduling itself is handled by the Scanner process. (Influe-Illicom 2007,
pp.21-25)
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The four steps, preprocessor, translator, interchange and transport, presented
in Figure 30 constitute the data flow of an edisend process. These steps are
all optional. Using operating system’s standard input and output streams, the
output of a previous step becomes input for the next. The preprocessor and
translator steps typically involve executing an RTE program, but can also
entail executing, for instance, UNIX shell commands. The interchange
optionally builds an envelope to, for example, an EDIFACT message, while
transport conducts the actual sending of data to the recipient. The correct
information for interchange and transport step is retrieved from a partner
profile in the Partner database. In case of an exception, for example, when
the translator returns a negative exit code, it is possible to leverage TX’s builtin Alarm functionality to report the error, take corrective action and possibly
restart processing. (Influe-Illicom 2007, pp.25-29) This possibility exists also
for TX routing module.
EDISEND
Target
Input

1.
Preprocessor

2.
Translator

3.
Interchange

system

4.
Transport
HTTP,FTP

Syslog

Partner

Figure 30. Data flow of an Edisend sending process.

Creating an edisend sending process is the TX standard way to handle the
processing and sending of messages. Therefore, the IRS assumes that all
message processing and sending activities utilize this facility. This
assumption does not limit the operation of TX in any way, since the operation
of an Edisend is very flexible, as discussed above.

4.3.4 RELIABLE TRANSACTION ENGINE
TradeXpress includes a high-level programming language, RTE, primarily for
creating message translation programs, but it is also suitable for developing a
variety of other applications (Illicom 2004b, p.3). All custom coding required
by the IRS is done with RTE. The operation of an RTE-program is by default
84

data-driven, that is, program input is taken one line or segment at a time and
run through the matching statement list (Illicom 2004b, p.6). This is illustrated
in Figure 30. Creation of message transformation programs is based on
message definition files that define both the structure of the message
received as input and the message created as a result of the translation
(Illicom 2004b, pp.3-4). The custom programs of the IRS also benefit from
message definition files, since they make referencing to a certain data
element in a message easier and thus ease the task of finding the necessary
information from messages.
!***DATABASE DEFINITIONS***
base ”syslog.cfg” SYSLOG
base ”partner.cfg” PARTNER
!***MESSAGE DEFINITIONS***
message ”UN-EDIFACT/Draft/97A/orders.msg” building
!***STATEMENT LIST***
begin
print(“Starting receiving process…”, NL)
endbegin
UNB_#1234
30 4321
UNH_#20342132
ORDERS
BGM_#220
123123
DTM_#137
NAD_#BY 00377890123
NAD_#SE 00378912345

INPUT

line(1:UNH_#)
tReference := pick(1,7,14)
tMessageType := pick(1,20,6)
endline
end
bfBuildMessage()
endend
!***FUNCTIONS***
function bfBuildMessage()
segment UNH
e0062 .= tReference

Figure 31. RTE-program’s basic structure.

The main components of an RTE program are optional database and
message definitions, statement lists that include begin, end, line, as well as
segment statements, and user-defined functions (see Figure 31). A statement
list may contain several statements, for example assignments, control
statements and function calls. (Illicom 2004b, pp.40-53) Since RTE is a highlevel language, there are a variety of mechanisms that simplify programming.
RTE includes proprietary memory management combined with associative
memory that allow, for example, variables to be used without declaring them
first and using arrays without concern of checking their boundaries. Moreover,
the interfaces to TX databases, C-language and file system, add to the
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functionality of RTE. RTE also entails a host of built-in functions that reduce
redundancy and speed up programming. There are ready-made functions for
file as well as text handling, process control, database access and other more
general purposes. (Illicom 2004b, pp.3-150)
Rte-programs are an integral part of TX processes, as discussed in sections
4.3.2 and 4.3.3. They largely define what is done during the execution of
these processes and they can be used to control the execution of these
processes through parameters. In IRS, RTE-programs are used in various
stages of the routing procedure, for instance, to extend TX routing
functionality and for message transformation purposes.

4.4 DESIGNING THE INTELLIGENT ROUTING SOLUTION
In this section, the focus is shifted from the problem domain to the actual
design of the IRS. This includes describing the system architecture as well as
the building blocks of the system, how they interact and how the actual
system is to be implemented in TX. Additionally, consideration is put on
issues, such as, system maintenance and monitoring, exception handling,
performance and security.

4.4.1 SYSTEM ARCHITECTURE
The IRS is founded on the capabilities of the TX components introduced in
section 4.3. These capabilities need to be supplemented with custom RTEprograms, in order to meet the objectives defined previously in section 4.1. All
the necessary information of the involved partners and systems needed to
route messages correctly, can be maintained in the Partner database. All the
events that take place during IRS routing procedure can be stored in the
Syslog database. The processing-nodes that need to be selected and
activated by the IRS can be modeled as edisends. Figure 32 gives a coarsegrained view to the architecture of the IRS by depicting its major components
and their interaction. The configuration of these components and the activities
performed by the IRS are dissected in more detail in sections 4.4.2-4.4.4.
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Figure 32. Coarse-grained architecture of the intelligent routing solution.

The architecture of the IRS, presented in Figure 32, is divided into three
layers: receiving layer, routing layer and processing layer. At the upmost
layer, the files received over a communication media and stored into various
directories of TX server’s file system are moved by the RECEIVE_FILES
node to a single directory. This node is an edisend, which is configured to
start periodically at an interval of 1 minute. It executes an RTE-program,
which reads a parameter file for the names of the directories that may contain
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files that need to be routed by the IRS. Without the RECEIVE_FILES node,
the amount of needed file routing rules instances would have to be multiplied
by the amount of directories. For instance, 4 routing rules times 10 directories
would result in 40 routing rules in Routing database instead of mere 4 that are
required in case the RECEIVE_FILES-node is used to scan the directories.
The core of the IRS, namely the routing layer, consists of file router (FR)
routing rules (FRRs), an intermediary router (IR) routing rule (IRR), syntax
router (SR) routing rules (SRRs) and RTE routing programs (RPs). A FRR is
created for each message format. Thus, FR is configured to handle the task
of identifying the format of incoming messages. All proprietary message
formats are regarded by the IRS as text, and thus covered by a single FRR.
Hence, to cover XML, OVT, EDIFACT and text-based inhouse messages,
four FRRs are needed. Depending on the identified message format, the next
step of processing is either an OVT IR or a SR. The IR is needed for handling
OVT-framed messages. The IR removes the OVT envelope from the
messages, stores the retrieved information from envelope as parameters and
hands the message to EDIFACT SR. Initially, only EDIFACT messages are
expected to be sent OVT framed.
The SRs in the routing layer are configured to handle the task of recognizing
message types, except for the proprietary messages. This is done by creating
a SRR for each message type. In case of proprietary messages, this task is
assigned to an RP, which is directly executed by the FR. Different XML and
EDIFACT message types are recognized by the XML and EDIFACT SRs. As
the message type of an XML or EDIFACT message is known, the next task is
to execute an RP, which deduces recipient information from each message in
the interchange, determines subsequent processing, filters messages and
launches the correct processing for each message. A separate program
needs to be created for every standards-based message type. This way, it is
possible to leverage message references within RTE code to deduct the
necessary routing information from the messages. With proprietary format
messages, the same program is used both to identify the message type and
conduct the actions listed above.
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The processing layer presented in Figure 32 is somewhat treated as a black
box by the IRS. The RPs in the routing layer start an edisend in the
processing layer and pass the received file as an input and the deduced
information as input parameters. Then, the IRS expects that the processing
layer handles message processing and sending to the actual recipient.
Hence, the IRS is not concerned on what kind of processing is conducted
within the edisends. The RPs must only know the edisend name they need to
start. This information is stored in the Partner database. Once the IRS has
deduced message format and type and recipient identifier, it searches the
corresponding partner from the Partner database and using the message
format concatenated with message type as a search key, it retrieves the
name of the edisend it should start. The processing itself may include
message transformation from XML to EDIFACT format, code conversion, data
enrichment or any other processing required by a customer of an ISP.
Moreover, the processing may include execution of multiple consecutive
edisends, if required. Next, the steps involved in the routing procedure and
the components of the IRS are presented in more detail.

4.4.2 RECEIVING LAYER CONFIGURATION
In section 4.2.1, it was specified that the IRS does not directly receive data
sent by or fetched from the source systems over a communication media. The
IRS expects that data is received by mechanisms discussed in section 4.3.2
and stored to the file system of the TX server and made available for
processing after the data transmission is complete. For instance, if two
systems owned by different companies transmit files over SFTP, the files are
put into separate directories in the TX server due to security reasons. Hence,
the first task of the IRS is to retrieve these files for routing from these
separate directories. In the previous section 4.4.1, the task of scanning
defined directories for files was assigned to the RECEIVE_FILES node. This
node is essentially an edisend, which is scheduled to start at 1 minute
interval. It executes an RTE program, which reads a parameter file including a
list of directories that need to be scanned. If the program finds files, it moves
them to a single directory, for instance $HOME/incoming/. For each file
moved to the aforementioned directory, the Scanner starts a process for the
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FR. Figure 33 shows the key elements of the RTE program and the structure
of its parameter file.
Parameter file

ReceiveFilesRTE

parameterFile: String

1=/PATH1/FILEMASK1

targetDirectory: String

2=/PATH2/*
3=/PATH3/FILEMASK1

loadParameters():Boolean

4=/PATH3/FILEMASK2

scanDirectory(directoryAndFileMask:String):Boolean

n=/PATHn/FILEMASKn

compareFileTimeToSystemTime(modifiedTime:integer):Boolea
n
moveFile(OriginalfileName:String):Boolean
removeOldSyslogEntry():Boolean

Figure 33. ReceiveFiles class and the structure of the parameter file containing the
directories that need to be scanned.
The functionality that was described above is gained by implementing the class
ReceiveFilesRTE. This class entails the operations loadParameters, scanDirectory,
compareFileTimeToSystemTime, moveFile and removeOldSyslogEntry, as well as the
attributes parameterFile, and targetDirectory. A description of the class operations is
given below on

Table 2. The attributes contain the parameter file’s full name and the directory
name, where the incoming files need to be moved. The parameter file is
constructed using consecutive numbers followed by an equals sign and the
path name and the file mask of incoming files that need to be routed. An
asterisk is used to denote that all files arriving to a directory are moved to the
target directory.
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Table 2. The operations of the class ReceiveFilesRTE.
Operation

Description

loadParameters

Loads the contents of the parameter file into a text array. Returns the Boolean
value TRUE if the load was successful; otherwise FALSE.

scanDirectory

Receives a string containing a directory name and a file mask as an input
parameter, and scans the given directory for files that match the file mask.
Returns the Boolean value TRUE if the scan was successful; otherwise FALSE.

compareFileTimeToSystemTime

Receives the modified time of a file as an input parameter and compares it to
the system time subtracted by one minute. Returns the Boolean value TRUE if
the system time subtracted by one minute was greater than the modified time;
otherwise FALSE. This operation ensures that no incomplete files are moved.

moveFile

Receives the original file name as an input parameter and moves the original
file to the target directory given as a class attribute. Returns the Boolean value
TRUE if the move was successful; otherwise FALSE. Preserves the original file
name, but adds the Syslog index of the edisend process that started it to the file
name when the file is moved.

removeOldSyslogEntry()

Removes the Syslog entry created by the previous run of RECEIVE_FILES
edisend, if its field USERTEXT32 contains value 0. This indicates that 0 files
were retrieved during previous execution of the RECEIVE_FILES edisend.
Returns the Boolean value TRUE if the removal was successful; otherwise
FALSE.

In addition to implementing the defined operations, a key issue regarding the
program implementation is logging. The program must write enough
information to Syslog, in order to ensure proper system monitoring and
traceability of the messages that propagate through TX. The minimum
requirement is that the full file names of the retrieved files are written to the
log-file of Syslog database (see Figure 34). Additionally, the amount of
retrieved files needs to be written into the USERTEXT32 field of the Syslog.
This information is used by the removeOldSyslogEntry operation, which
removes unnecessary entries from Syslog. Moreover, file naming is essential.
The operation moveFile should add the Syslog index of the edisend process
that started the program to the original file name. For instance, a file named
ORDER_20080805_1234

should

be

renamed

to

90102_ORDER_20080805_1234, where 90102 is the Syslog index of the
edisend process. This way, the next step in the IRS routing procedure has the
information about the edisend process that retrieved the files and backwards
tracing is possible.
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**********************************************
* Execution begins @ 2008.09.10 1400
**********************************************
/stx/users/production/incoming/http/1234567
/stx/users/production/incoming/http/1234568
/home/companyX/ORDER_20080805_1234
/home/companyY/XML_ORDER_COMPANY_45673687
-----------------------------------------Total: 4 files retrieved
**********************************************
* Execution complete @ 2008.09.10 1400
**********************************************

Figure 34. Example log file of a RECEIVE_FILES entry in Syslog.

4.4.3 ROUTING LAYER
As described previously in this chapter, the IRS deduces interchange format,
message type and recipient information from the received files and
determines message routes based on the deduced information. The basic
components used to implement this activity were presented in section 4.4.1.
In this section, the configuration and operation of these components is
presented in more detail.
4.4.3.1 Source level router configuration
In section 4.4.1, the task of deducing interchange format was assigned to FR.
TX source-level routers, including FR, have the capability of recognizing
certain standard formats based on built-in rules, as discussed previously in
this chapter. This capability has its shortcomings, including the inability to
recognize XML format without XML declaration, but these can be overcome
by the IRS. In order to recognize XML, OVT, EDIFACT and proprietary
inhouse messages, four FRRs need to be created to the Routing database for
the IRS. Table 3 shows the key parameters of these FR entries. When a new
standards-based message format needs to be added to the IRS, a new FRR
is created. If TX does not have a pre-built capability to recognize the new
message format, these messages are handled as proprietary messages.
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Table 3. Key parameters of the file router routing rules.
Name

Priorit
y

Selection criteria
filename

Content

Command

FILE_XML

10

$HOME/incoming/
*

XML

XML

FILE_OVT

20

$HOME/incoming/
*

OVT

OVT

FILE_EDIFACT

30

$HOME/incoming/
*

EDIFAC
T

EDIFACT

FILE_INHOUS
E

98

$HOME/incoming/
*

TEXT

COMMAN
D

Command parameters

$HOME/control/InhouseRouterRT
E _FILE_ _INDEX_

Table 4. Key parameters of the intermediary router routing rules.
Name

Priority

Content

Command

OVT_EDIFACT

10

EDIFACT

EDIFACT

Command parameters

The FRRs need to have a priority associated with them. The priority
determines the sequence in which the routing rules are matched by the FR
(see Figure 35). A priority number 1 means higher priority than priority
number 2. The FILE_INHOUSE rule must have the lowest priority, since
content parameter “TEXT” would match to every other message format, in
addition to the proprietary inhouse formats it is aimed for. The selection
criteria filename parameter is set to “$HOME/incoming/*” for every routing
rule. This parameter is automatically added to the user environment’s
Scanner configuration file, so that the Scanner process is able to monitor file
arrival on the given directory and start a process for the FR for each file in the
given directory. The asterisks in the filename parameters ensure that the
rules match to every file that is moved to the given folder by the
RECEIVE_FILES-node. Thus, the task of determining the message format is
independent of the file names.
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File retrieved from $HOME/incoming/

[XML]

FILE_XML
(Priority = 10)

XML Syntax
Router

[not XML]
[OVT]

FILE_OVT
(Priority = 20)

OVT Intermediary
Router

[not OVT]
]]
[EDIFACT]
FILE_EDIFAC
T
(P i it
30)
[not EDIFACT]

EDIFACT
Syntax Router

FILE_INHOUS
E
(Priority = 98)
[not TEXT]

[TEXT]
]

InhouseRouterRT
E

Exception
handling

Figure 35. Activity diagram presenting the logic of file router operation and routing
rule matching.

The decision of the subsequent action is done based on the value on the
routing rule’s content parameter. The FR analyses the content of the retrieved
file and matches it to the values found from the content parameters of the
routing rules (see Figure 35). If a match is found, the action specified in the
rule’s command parameter is executed. For FILE_XML, this action is XML
SR, for FILE_OVT it is OVT IR, for FILE_EDIFACT it is EDIFACT SR and for
FILE_INHOUSE it is an InhouseRouterRTE RTE-program. If the FILE_OVT
rule is matched, then the processing is handed to the OVT IR, which analyses
the data content within the OVT frames and makes a routing decision based
on the content. Initially, only EDIFACT messages are expected within OVT
frames (see Table 4), as mentioned in section 4.4.1. In case the FR doesn’t
find a match for the retrieved file in the routing rules, it triggers an exception
handling procedure. Exception handling is also triggered if the OVT IR does
not find a match or the RTE-program returns a negative exit code to the FR
that executed it. The handling of exceptions is discussed in more detail in
section 4.6.2.
4.4.3.2 Syntax level router configuration
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As the FR or the OVT IR has matched a routing rule and the format of
interchange in a file is known, the next step is to deduce the type of
messages. The retrieved file is passed either to a SR or in case of proprietary
message format, to the InhouseRouter RTE-program. The operation of the
InhouseRouter is presented in the following section 4.4.3.3. For the syntax
routers’ part, the operation is quite similar to the operation of the FR,
described in the previous section 4.4.3.1. The main principle of how the SRs
are used to deduct the message type from the interchange is presented in
this section.
The EDIFACT SR extracts information from the UNG, UNB, and UNH
segments (Influe-Illicom 2007, p.143) of EDIFACT messages and matches
this information to the specified routing rules in a priority order. The UNBsegment carries information about the interchange sender and recipient.
However, this recipient information is often insufficient and routing needs to
be based on recipient information found from, for instance, NAD-segment in
the message body. Therefore, the IRS uses EDIFACT SR only to identify the
message type and a separate RTE program to deduce information about
recipients in the interchange. This way, it is possible to create more complex
routing rules that are based on information residing anywhere in a given
interchange. Table 5 shows how the message type details in the UNHsegment are set as routing parameters for an order message. A similar
routing rule needs to be created for each message type. In the IRS, different
EDIFACT message versions and releases, for instance, ORDERS version D
release 93A and ORDERS version D release 97A require separate routing
rules.

Table 5. The routing parameters found from EDIFACT message’s UNH-segment (InflueIllicom 2007, p.144).
Parameter

Description / example value

Message

Indicates the message type, such as ORDERS, INVOIC, DESADV, or other EDIFACT
message type names. Extracted from EDIFACT element S009.0065. EXAMPLE: ORDERS

Version

Indicates the message version of the message type. Extracted from EDIFACT element
S009.0052. EXAMPLE: D
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Release

Indicates the release number within the current message version. Extracted from EDIFACT
element S009.0054. EXAMPLE: 97A

The operation of the XML SR differs from the operation of the EDIFACT SR,
because the XML syntax is different than the EDIFACT syntax. In EDIFACT,
the segment UNH, which carries message type information, must exist in
every message. In case of XML, there is no such element or attribute that
specifies the message type for every XML message. Instead, the XML
message type needs to be identified individually for each different message.
However, XML SR is more flexible than EDIFACT SR, and allows routing
information to be deduced from any element or attribute of an XML message.
The XML SR can route messages using a pair consisting of an element name
and element value (Influe-Illicom 2007, p.173) or attribute name and attribute
value. The IRS uses this functionality to identify the XML message types.
Hence, each different XML message type routed by the IRS needs to have a
separate routing rule that uniquely identifies one incoming message type. For
instance, the rule Envelope/Message/Type=ORDER would match to the
following XML message:
<?XML VERSION=”1.0” encoding=”UTF8” ?>
<Envelope>
<Message>
<Reference>123456798</Reference>
<Type>ORDER</Type>
.
.
</Message>
</Envelope>

As with the EDIFACT SR, a separate RTE routing program is used to deduce
the interchange recipients. For each routing rule, the name of this message
type -specific program needs to be stored in the routing rule’s translator
parameter. When a SR finds a matching routing rule for a message, the
specified program gets executed. In case a SR does not find a match for a
message in routing rules, an exception handling procedure is launched. As
previously mentioned, exception handling is discussed in more detail in
section 4.6.2.
4.4.3.3 RTE routing program specification
The tasks of deducing message recipient identifiers from interchange, filtering
the interchange to individual messages, determining correct edisend process
for each message, and launching the edisend process for each message
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were assigned to custom RPs in section 4.4.1. In case of standards-based
messages, a separate RP is needed for each message type. With proprietary
formats, a single RP is sufficient for all message types. However, this RP also
needs to perform the task of deducing message type. As the amount of
different message types can potentially grow large, it is necessary to avoid
rewriting code. Hence, the operations common to all of the RPs need to be
carefully identified and only implemented once. The logic and operations that
need to be implemented by each RP, that is, are dependent on the message
structure also need to be identified. Figure 36 shows the main routing
program classes.
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RouterRTE
SYSLOG:syslog database entry identifier
RECIPIENT:partner database entry identifier

findPartner(Identifier:String):Boolean
determineProcessing(Format:String,Type:String):String
launchProcessing(Edisend:String,File:String,Index:String,Format:String,Type:String,Recipient:String)
:Boolean

XMLRouterRTE

messageFormat:String
messageType:String
filterMessages():Boolean

EDIFACTRouterRTE

messageFormat:String
messageType:String
filterMessages():Boolean

InhouseRouterRTE

messageFormat:String

filterMessages():Boolean
rerouteXML()

Figure 36. Class diagram of the RTE router programs.

The carrying idea of the RPs is that the operations common to all message
formats are implemented in one super class, RouterRTE. The classes that
are specific to each different format inherit the identical functionality of the
super class and add new functionality of their own. Table 6 gives more
detailed description of the operations of these classes. In RTE’s terms, the
super class is implemented as an include file. An RP is an instance of one of
the classes InhouseRouterRTE, XMLRouterRTE or EDIFACTRouterRTE. All
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three aforementioned class instances are implemented as standard RTE
programs. The XMLRouterRTE is declared as an abstract class and operation
filterMessages as an abstract operation since each instance of the class need
to implement its own version of the operation. As explained previously in
section 4.4.1, a separate RP needs to be implemented for each different XML
and EDIFACT message type. One instance of class InhouseRouterRTE is
sufficient for every proprietary message type. Suggestions for the RouterRTE
and the RP implementation are given in following section 4.4.3.4.
Table 6. Descriptions of the operations of classes RouterRTE, XMLRouterRTE,
EDIFACTRouterRTE and InhouseRouterRTE.
Operation

Description

findPartner

Receives the partner identifier as an input parameter, and finds the corresponding
partner entry from the Partner database. Returns the Boolean value TRUE if the
operation was successful; otherwise FALSE. Operation is implemented in class
RouterRTE.

determineProcessing

Receives the interchange format and type as input parameters and determines based
on these the correct processing. Each Partner database entry involved in the IRS
contains information about processings in its info file (see section 4.4.3.5 for details
about partner metadata). Returns a string containing the name of the edisend
process; or an empty string if no processing is found from partner metadata.
Operation is implemented in class RouterRTE.

launchProcessing

Receives the edisend process name, input file full name, Syslog index of the routing
process instance, interchange format, type and recipient as input parameters. Based
on input parameters, starts the edisend and gives it the file as input and message
format, type and recipient as parameters. Returns the Boolean value TRUE if the
operation was successful; otherwise FALSE. Operation is implemented in class
RouterRTE.

filterMessages

Reads the input file, and writes each message in the file to a separate file. Stores the
file names of the split files in a table. Preserves the original file. The behavior of this
operation is largely dependent on the interchange format and message type. Hence,
it is implemented in instances of classes XMLRouterRTE, EDIFACTRouterRTE and
InhouseRouterRTE.

rerouteXML

Writes an XML declaration to the beginning of the original file, moves the new file to
the directory $HOME/incoming/ and writes the information REROUTED to Syslog’s
USERTEXT32 field. The new file name contains the original file name and the index
of the routing process that rerouted the file. Returns the exit code 0 to the process
that started the program. Operation is implemented in the sole instance of class
InhouseRouterRTE.

4.4.3.4 RTE routing program implementation
In addition to the operations defined in previous section 4.4.3.4, there are also
other issues regarding the RP implementation. Firstly, the instance of class
InhouseRouterRTE must perform the task of deducing the message type
found in an incoming file. The received file is traversed through line by line
and deducing the message type is done with line matching rules. A sample
rule for a certain type EDI-inhouse could be:
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line(1:”UNH_#”)
tMessageType := pick(1, 20, 6)
if tMessageType <> EMPTY then
bMessageType := TRUE
endif
endline

Thus, a line matching rule is written for each message type the program
handles. Line matching rules are also used to deduce message recipient
identifiers. Additionally, a line matching rule is added for every XML message
type that lacks an XML declaration. A line matching condition, where the
operation rerouteXML is called, could be line(1:”<ROOT>”), where “ROOT” is
the root element of the XML message.
Secondly, with standards-based messages, message recipient identifiers are
deduced from the messages using segment statements. The incoming
message is traversed through segment by segment and matched to the
segment statements in RTE routing programs. A sample rule for an EDIFACT
Delfor D 97A message could be:
segment NAD g2
if e3035=”SE” then
tIdentifier:=eC082.3039
endif
endsegment

Each instance of EDIFACTRouterRTE and XMLRouterRTE must include a
message definition, which defines the message reference it applies to. XML
message references can either be schemas or Document Type Definitions
(DTDs). EDIFACT message references can be taken from the TX EDIFACT
message library.
Thirdly, each RP needs a control logic that controls the order, in which the
required operations are performed. This logic is dependent on both
interchange format and message type. Thus, the logic differs to some extent
with each RP. Appendix B shows a suggested implementation of class
EDIFACTRouterRTE for EDIFACT Orders D 97A messages. Appendix A
contains a suggested implementation of class RouterRTE. In the example
found from appendix B, the message recipient information may be found
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either from the UNB segment of the interchange header or from the NAD
segments of the message body. The program first tries to find a Partner
database entry based on the interchange recipient and determine processing
based on message format and type. If a match is found, the program
launches the determined processing and gives the original message as an
input to the edisend. If no match is found, the program continues searching
for recipient identifiers from the NAD segments. For each found identifier, the
program finds a partner, determines processing and records the processing
name in a table. The identifiers are also stored in a table. Next, the program
filters interchange into files that contain only one message and stores the file
names into a table. Lastly, the program goes through the table that contains
the processing names and starts an edisend process for each table record,
giving the correct split file as an input for each edisend process.
The described type of logic can easily be replicated to other RPs aimed for
different EDIFACT message types and versions. For other formats, the
program logic may differ, but generic principles can be derived regardless of
format:
1.

Deduce message recipient identifier from message.

2.

Find Partner database entry based on the recipient identifier.

3.

Determine processing from partner’s info file and store processing into a table.

4.

Repeat steps 1-3 for as many times there are messages in an interchange.

5.

Filter messages and store resulting file names to a table in the same order as the processing names.

6.

Start processing for each filtered message.

Fourthly, logging is needed also at this stage for proper system monitoring
and message tracking. The logging functions were deliberately excluded from
Appendices A and B to keep the focus purely on the program logic. At
minimum,

each

routing

process

should

write

the

index

of

the

RECEIVE_FILES process to the Syslog database’s USERTEXT8-field. This
index is received in the input file name. It is advisable to implement common
logging functions in one include file, which the RPs may then utilize.
Additionally, the RPs should provide enough logging of their operations to
enable proper problem-solving in case an exception occurs during a routing
process.
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Lastly, exceptions that occur during RP execution need to be handled by the
IRS. If a key operation fails, an RP must signal exception to the routing
process with negative exit code. However, this signaling should be conducted
delayedly, that is, all messages should be analyzed before signaling the
exception. For instance, an interchange may contain an unknown partner
identifier in addition to several known ones. In this case, valid messages
should be routed and erroneous ones should not be routed. This type of
functionality is achieved by maintaining error counters, as suggested in
Appendix B. Error handling is further discussed in section 4.6.2.
4.4.3.5 Partner metadata
For each different recipient identifier found in the incoming messages, an
entry must be created into the Partner database. By default, an entry is
created for each customer of an ISP, even if they do not receive any
messages. Above all, each Partner database entry is associated with one
identifier. This identifier is stored in the SAPPRN field of the Partner
database. The identifier must be unique, as discussed in section 4.2.1, since
it is used to determine the target system the message is sent to and also
used as a search key to find the correct entry in the Partner database. It is
possible that the identifier found in a message only identifies the business
party the message is intended to, and not the party the message is actually
sent to. For instance, an identifier may identify a particular business unit of a
company, and all messages intended to that company are sent to an ISP. An
entry must also be created for that ISP and a reference that points to the “ISP
partner” created for each “business unit” partner. This reference can be
stored in a partner-specific info file of the Partner database. However, RPs
always make a routing decision based on the identifier found in a message.
Determining the actual recipient of the message and possible identifier
conversion issues are handled in the edisends of the processing layer that
control the sending of the messages. Key Partner database entry information
used by the IRS is shown in Figure 37.
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RECIPIENT
RECIPIENT.NAME=”Partner name”
RECIPIENT.SAPPRN=”Partner identifier”
RECIPIENT.info

FORMAT1_MESSAGETYPE1=”Name of the Edisend to be launched”
FORMAT1_MESSAGETYPE2=”Name of the Edisend to be launched”
FORMAT2_MESSAGETYPE1=”Name of the Edisend to be launched”
MORE_METADATA

=”Information for the processing layer”

Figure 37. Partner database entry information used by the IRS.

The information of which edisend process to start for each incoming
message, is also stored in the partner-specific info file of the Partner
database. For example, if a customer of an ISP would send EDIFACT Delfor
D 97A messages to its business partner A, the corresponding partner A
entry’s

info

file

could

contain

the

following

line:

EDIFACT_DELFORD97A=SEND_MESSAGE. On the left side of the equals
sign is interchange format, a “_” -sign and message type, and on the right
side is the name of the edisend process that needs to be started. The RTE
operation to retrieve the name of the edisend process is straightforward. As
an RP has deduced the message recipient and found the corresponding
Partner database entry, it loads the contents of the entry’s info file into a
table. Using interchange format, a “_” -sign and message type, it constructs a
search key and retrieves the name of the edisend from the table. This way, an
RP is able to start the correct edisend process.

4.4.4 PROCESSING LAYER CONFIGURATION
The processing layer was specified in section 4.4.1 to handle the
transformation, as well as other processing, of the incoming messages and
sending them to the correct recipients, that is, target systems. Although the
IRS is not concerned on what processing is conducted within the edisends of
the processing layer, the interaction between the routing layer and the
processing layer must be defined. Additionally, each edisend of the
processing layer must implement a logging operation in order to ensure
proper monitoring of the overall system. Edisend naming convention must
also be defined, because the routing layer is dependent on the edisend
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names. Moreover, the start-up type of each edisend launched by a routing
program must be “external”.
The interaction between the routing layer and the processing layer is
conducted by passing parameters. The RPs of the routing layer start an
edisend process for each filtered message file and pass the Syslog index of
the routing process, input file name, the deduced interchange format,
message type and recipient identifier as input parameters. These parameters
are usable in an RTE program executed by an edisend process. An example
command executed by an RP could be:
edisend IRSINDEX=91000 IRSFORMAT=EDIFACT IRSTYPE=DELFORD97A
IRSRECIPIENT=123456789 DELFORD97A_send
/stx/users/editest/outgoing/1_DELFOR_20080929_123456

All edisend processes are executed asynchronously, that is, the routing
programs do not wait for their completion. The parameter names passed to
edisend sending processes are IRSINDEX, IRSFORMAT, IRSTYPE and
IRSRECIPIENT. An edisend process may retrieve the values of these
parameters in RTE code, using “p” and the parameter name, for example,
pIRSINDEX. The parameter values can be used to control the sending
process and for logging purposes.
In section 4.1, it was specified that the incoming messages are routed to the
target systems either with or without processing. The suggested way to send
messages without processing is to create a single edisend that handles the
sending of all kinds of messages, and a simple RTE program that controls the
edisend sending parameters. The idea is that the RTE program finds the
correct entry from the Partner database based on the input parameters given
by the routing process and sets the partner as the recipient of the edisend
process. The edisend process then executes the sending based on the
entry’s transport-specific parameters. It must be noted that the partner the
message is sent to may be different than the one given as an input
parameter, as discussed in previous section 4.4.3.5. Additionally, the RTE
program needs to implement an operation that writes the Syslog index of the
routing process to the Syslog database’s field USERTEXT8. The index is
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received in parameter IRSINDEX. The same operation must be implemented
by each edisend of the processing layer for system monitoring purposes.
As noted above, there is a dependency between the routing layer and the
names of the edisends of the processing layer. The edisend name is stored in
the Partner database for each entry that is associated to the edisend. Hence,
an edisend name cannot be changed without making changes to all
associated Partner database entries. If the edisend name is changed without
changing the references found in the partner info files, an RP would try to
start a non-existent edisend process. Additionally, the name of an edisend
must be unique. Having two or more edisends with the same name would
result in a situation, where an RP cannot determine which edisend instance to
execute. New edisends may be added to the processing layer, as long as
their names are correctly stored to the Partner database. Above all, there
should be a procedure developed for the maintenance of both edisends and
partners that are involved in the IRS. A well-defined procedure ensures that
the edisend names and partner metadata stay synchronized.

4.5 SYSTEM MAINTENANCE
Given the amount of standards-based as well as proprietary message formats
and types, it’s not feasible to design the IRS to support all formats and types
at once, as discussed in section 4.1. However, after the initial setup, the IRS
must support adding new message formats, types, recipients and processing
capabilities as they are requested by the customers of an ISP. The system
maintenance capabilities were defined in section 4.2.1. Adding new message
formats and types is handled according to the procedures defined in sections
4.4.3.1-4.4.3.4. Adding new message recipients and processing capabilities
can be done by following the rules specified in sections 4.4.3.5 and 4.4.4.
New folders to be scanned for incoming files are added to the
RECEIVE_FILES node’s configuration file in the format defined in section
4.4.2. Removing obsolete routes is also supported by the system, without
breaking it.
There are five main change cases that need to be covered by the IRS. Figure
38 lists these change cases and their impact on the system. The impact of the
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change cases is largely dependent on how a change case affects the
interface between the ISP and its customers and between ISP and its
customers’ partners. In this context, an interface is equal to the message
formats and types used in the message-based communication. A change
case may affect all three layers of the IRS, if it entails modifications to the
interface, as comes out from Figure 38. The impact of changes to data
communication interfaces and the procedure of how the changes are
requested by the customers are beyond the scope of IRS design.

106

CHANGE CASE 1: New partner for a customer using an existing interface
DESCRIPTION: A customer of an ISP needs to start sending messages to a new business partner and/or
receive messages from that same partner, using a message format and message types that are defined to the
IRS.
IMPACT: New entry is created to the Partner database, if the new partner’s identifier does not already exist for
the purposes of another customer. Partner entry’s metadata is added, or updated if the partner exists. In case
the new partner sends messages to the customer, the RECEIVE_FILES-node’s configuration file is updated.
----------------------------------------------------------------------------------------------------------------------------------------------------------------CHANGE CASE 2: New partner for a customer with a new interface
DESCRIPTION: A customer of an ISP needs to start sending messages to a new business partner and/or
receive messages from that same partner, and the new partner requires a message format and/or message
types that are defined to the IRS.
IMPACT: New entry is created to the Partner database, if the new partner’s identifier does not already exist for
the purposes of another customer. Partner entry metadata is added, or updated if the partner exists. In case the
new partner sends messages to the customer, the RECEIVE_FILES-node’s configuration file is updated. New
source level routing rule is added, or InhouseRouterRTE is updated, if the partner sends messages to the
customer in a format not known by the IRS. New SRRs and new instances of RPs are created, or
InhouseRouterRTE is updated, if the message types used in communication are not defined to the IRS. New
processing capabilities are added to the processing layer, if the messages sent to or sent by the new partner
need to be translated to a new format or from a new format or if a processing capability for a new message type
does not exist.
----------------------------------------------------------------------------------------------------------------------------------------------------------------CHANGE CASE 3: New message type sent to or sent by an existing partner
DESCRIPTION: A customer of an ISP needs to start sending new types of messages to an existing business
partner or receive new types of messages from that same partner.
IMPACT: Partner entry’s metadata is updated. New SRR and new instance of an RP is created, or
InhouseRouterRTE is updated, if the message type used in communication is not defined to the IRS. New
processing capability is added to the processing layer, if a processing capability for the new message type does
not exist. If the partner has not previously sent any messages, the RECEIVE_FILES-node’s configuration file is
updated.
----------------------------------------------------------------------------------------------------------------------------------------------------------------CHANGE CASE 4: New customer for an ISP
DESCRIPTION: An ISP acquires a new customer that has a number of partners. The new customer or its
partners may need to send messages of new format or type. This change case also covers the possibility that a
new business unit of an existing customer starts sending and receiving messages.
IMPACT: New Partner entry is created for the new customer and for its partners, if the corresponding identifiers
do not already exist for the purposes of another customer. The metadata of each partner is added, or updated if
a partner exists. The RECEIVE_FILES-node’s configuration file is updated. New source level routing rule is
added, or InhouseRouterRTE is updated, if a partner sends messages to the customer in a format not known by
the IRS. New SRRs and new instances of RPs are created, or InhouseRouterRTE is updated, if the message
types used in communication are not defined to the IRS. New processing capabilities are added to the
processing layer, if the messages sent to or sent by the new partner need to be translated to a new format or
from a new format or if a processing capability for a new message type does not exist.
----------------------------------------------------------------------------------------------------------------------------------------------------------------CHANGE CASE 5: Interface between customer and ISP or between customer’s partner and ISP
changes
DESCRIPTION: A customer or its partner changes an internal system and the format of messages used in
communication changes. These changes are often transparent, since the message format is often not directly
produced by the internal system.
IMPACT: The metadata of each partner is updated. New source level routing rule is added, or
InhouseRouterRTE is updated, if the partner sends messages to the customer in a format not known by the
IRS. New SRRs and new instances of RPs are created, or InhouseRouterRTE is updated, if the message types
used in communication are not defined to the IRS. New processing capabilities are added to the processing
layer, if the messages sent to or sent by the new partner need to be translated to a new format or from a new

Figure 38. Main change cases and their impact to the IRS.

The FRRs and SRRs, as well as partners, and edisends are maintained
through the graphical UI of TX, namely TX Modeler tool. The suggested way
of creating the RPs needed in the routing layer is with TX Designer. The use
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of TX Designer is likely to hasten the programming process by, for instance,
providing graphical access to message references. The maintenance of the
configuration file used by the RECEIVE_FILES node can be done with any
text editor.

4.6 SYSTEM

MONITORING, EXCEPTION HANDLING, PERFORMANCE AND

SECURITY

In the previous sections 4.4.1-4.4.4, the design of the IRS was presented. In
order to be a complete solution, it must be defined how the system is
monitored and how possible exceptions are detected and handled as they
arise. Also system performance and security are issues that need to be
considered. In the following sections 4.6.1-4.6.4, the issues of system
monitoring, exception handling, performance and security are dissected.

4.6.1 SYSTEM MONITORING
The system is monitored through the Syslog database. Each event during the
routing process creates an entry to the Syslog or updates an existing entry in
order to ensure proper traceability of the system. The first step of the IRS,
which is the RECEIVE_FILES-node, creates an entry to Syslog each time it is
executed. To avoid unnecessary logging, RECEIVE_FILES-node removes
the previous entry created by the RECEIVE_FILES-node from the Syslog, if it
did not retrieve any files. As the message propagates from the FR to the SR
and to a RP, another entry is created to Syslog. Only one entry is also
created if the FR executes directly the InhouseRouterRTE program, or if the
next step after the file router is the OVT IR. By default, each edisend in the
processing layer also creates one entry to the Syslog. Table 7 shows
example entries the IRS should produce.
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Table 7. Example entries, which the IRS should produce to Syslog.
INDEX

CREATED

CONNECTION

DIRECTIO
N

STATUS

91001

20080805 16:40

RECEIVE_FILES

S

OK

91010

20080805 16:41

INHOUSE_RECV

R

OK

91001

91011

20080805 16:41

INHOUSE_RECV

R

OK

91001

91012

20080805 16:41

XML_INVOIC_REC
V

R

OK

91001

91013

20080805 16:41

DELFORD97A_REC
V

R

OK

91001

91014

20080805 16:41

INH2ORDERSD93A

S

Sending..

91010

91015

20080805 16:41

INH2ORDERSD93A

S

OK

91010

91016

20080805 16:41

INH2INVOIC00A

S

OK

91011

91017

20080805 16:41

INV2FINVOICE

S

ERROR

91012

91018

20080805 16:41

SEND_MESSAGE

S

OK

91013

91019

20080805 16:42

RECEIVE_FILES

S

OK

TEXT

MORE TEXT

4

DELFORD97A
7

One of the main objectives of system monitoring is that the route of messages
can be traced from the last step of processing to the very first one, that is,
from the last edisend to the receiving of files. In order to achieve this
traceability, there must always be a reference from the latter entry to the
previous one. In the IRS, this reference is Syslog index. RECEIVE_FILESnode adds its Syslog index to the original file name. An RTE routing program
receives the index from the file name and writes it to the USERTEXT8 field of
its own Syslog entry. It then removes the index from the file name and passes
its own Syslog index in parameter IRSINDEX to each edisend it will execute.
An edisend reads the parameter value and writes it to the USERTEXT8 field
of its own Syslog entry. With the described type of referencing, it is possible
to, for instance, verify that each of the messages filtered by an RTE routing
program was correctly processed and sent by an edisend of the processing
layer. Verifying that every incoming message was processed correctly is
another key issue of system monitoring.
The original file name is preserved throughout the routing procedure. With
Syslog

indexes,

the

system

administrator

is

able

to

trace

the

RECEIVE_FILES entry and with the file name the original file full name that
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triggered the routing procedure. Of course, overall system monitoring requires
more information to be written into Syslog. The name of the TX partner is
written to Syslog by each edisend that handles message sending.
Additionally, an Edisend may write to Syslog a reference that identifies a
particular message or an interchange. With partner names and message
references, it is relatively easy to trace individual messages from Syslog.
Message sender information is not required by the IRS to make a routing
decision. In some messages, this information may not even be present. Of
course, the initiator of data transmission is authenticated. However, an ISP
must develop a procedure to flawlessly identify the message sender. For
instance, if message translation fails in the processing layer due to defective
data, a system administrator may need to contact the message sender. This
identification may be based, for example, on partner identifiers or some
unique piece of data in a message that is sent only by one particular partner.
Initially, the sender identification procedure is assumed to be conducted
manually, but if a need arises, the IRS may be customized to include also the
recognition of message senders.

4.6.2 EXCEPTION HANDLING
The exception handling of IRS is designed to utilize the Alarm facility of TX.
The fundamental idea is that when an operation during the routing procedure
fails, the corresponding routing or edisend process records an ERROR status
to Syslog. The status indicates that a special sending facility, which uses the
partner “ALARM”, is to be executed. The “ALARM” partner can be used to
transport an error message to or to execute an operating system command
(Illicom 2004a, p.105). The operation of the Alarm facility is configured per TX
user environment, and is tailored to the needs of the company running TX.
Common operation is that the Alarm facility is used to notify a system
administrator for the erroneous Syslog entry. For IRS, key is that each step of
the IRS routing procedure records an ERROR status, if an exception occurs
during its execution. A failure in built-in functions, such as in message
sending during an edisend process, automatically results in recording an
ERROR status. An RTE program executed by an edisend or routing process
must communicate an error using negative exit code.
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The IRS routing procedure entails multiple steps, and an exception may occur
in any of these steps. A list of main expected exceptions of the IRS is
provided in Table 8. Generally, these exceptions are handled in two ways. If
an exception occurs due to faulty data, for instance, missing or incorrect
recipient identifier or missing mandatory data elements, the correct way to
handle the exception is to request the sender to resend the data. If the
exception occurs due to other error, for example, fault in the IRS configuration
or temporary network failure during message transfer, a system administrator
may take corrective action and try to reprocess the data. This is possible,
since the original message is always kept in the Syslog database.
Additionally, unexpected errors may occur, for instance, due to a system
failure. However, handling these unexpected exceptions is outside the scope
of IRS design.
Table 8. The main expected exceptions of IRS and their description.
Exception

Location

Description

Operation scanDirectory
fails

ReceiveFilesRTE

ReceiveFilesRTE-program cannot read a directory due to, for
instance, insufficient rights. ReceiveFilesRTE returns negative
exit code, when all files have been handled. RECEIVE_FILES
edisend records ERROR to Syslog.

Operation moveFile fails

ReceiveFilesRTE

Move-command cannot be performed successfully.
ReceiveFilesRTE returns negative exit code, when all files have
been handled. RECEIVE_FILES Edisend records ERROR to
Syslog.

No route for an incoming
EDIFACT message

EDIFACT syntax
router

FR recognizes format as EDIFACT, but no rule matches to the
given message type. EDIFACT SR records ERROR to Syslog.

No route for an incoming
XML message

XML syntax router

FR recognizes format as XML, but no rule matches to the given
message type. XML SR records ERROR to Syslog.

No route for an incoming
OVT message

OVT intermediary
router

FR recognizes format as OVT, but IR does not recognize
content as EDIFACT. IR records ERROR to Syslog.

No route for an incoming
message

File router or
InhouseRouterRT
E

An incoming message cannot be recognized.
InhouseRouterRTE is executed, since its rule “TEXT” matches
every text-based message. The incoming message does not
match to a single line statement of the InhouseRouterRTE
program. Negative exit code is returned to the FR process that
called this program. FR also fails, if the incoming message
cannot be interpreted as text. FR records ERROR to Syslog.

Recipient identifier not
present in message / not
found in Partner db

RTE routing
program

Message recipient identifier is missing from incoming message
or a partner cannot be found in Partner database with the given
identifier. Valid messages are routed to processing and invalid
left unprocessed. RP returns negative exit code and routing
process records ERROR to Syslog.

Processing not found for
an incoming message

RTE routing
program

Processing cannot be found from partner metadata for an
incoming message. Valid messages are routed to processing
and invalid left unprocessed. RP returns negative exit code and
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routing process records ERROR to Syslog.
Message processing fails

Processing layer
edisend

For example, message translation fails. The processing RTE
program returns negative exit code and edisend records
ERROR to Syslog.

Message sending fails

Processing layer
edisend

Message sending to the target system fails. Edisend process
records ERROR to Syslog.

4.6.3 SYSTEM PERFORMANCE
TX performance depends on several factors, for instance, on the underlying
hardware and operating system. TX has been proven in real life to handle
large message volumes per hour, including message receiving, sending and
processing operations. Given that the load caused by the IRS likely generates
only a limited portion of total system load, performance issues resulting from
heavy load, for instance, Scanner dropping tasks should not arise due to the
operation of the IRS. Thus, it is more relevant to analyze the IRS performance
through parameters, such as data latency.
The IRS is designed to conform to near-time rather than real-time data
requirements. Near-time data generally means that information is not updated
instantaneously, but on a reasonable delay or at set intervals (Linthicum
2004, p.48). The IRS introduces two kinds of delays: waiting delays and
processing delays. The first waiting delay occurs at RECEIVE_FILES node,
which periodically scans directories for files that are “older” than 1 minute.
Another waiting delay occurs when the RECEIVE_FILES node has moved the
incoming files to the $HOME/incoming/ directory. This waiting delay is similar
to the previous one, with the difference that the Scanner process notifies FR
as a file arrives to the $HOME/incoming/ directory.
Processing delays of the IRS are caused both by receiving layer’s RPs and
by edisends in the processing layer. RPs entail reading the incoming
message line by line or segment by segment and matching the input to the
line or segment statements. An incoming file may be read through twice, as
the routing information is deduced and as messages are filtered. On
reasonably sized files, these delays are negligible compared to the waiting
delays. The same holds true with processing layer’s edisends. However, on
considerably large files the processing delays gain significance. In processing
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layer, the delay is dependent on factors, including message format and what
kind of processing is conducted.
Regardless of waiting and processing delays of IRS, the greatest delays may
actually occur at sources, if data is extracted periodically from the source
systems rather than in response to an event. This is typically the case when
an interchange contains multiple messages. Additionally, considerable delays
occur if data is pulled from the source systems periodically rather than source
systems push data when they have data to send. For instance, if data is
extracted or fetched hourly, the delays of IRS generally lose their significance.

4.6.4 SYSTEM SECURITY
The largest security concerns of the IRS are; how to eliminate the threat of
data loss and the threat of messages being routed to incorrect processing
and thereby to incorrect target systems. The former threat may occur at RPs,
where the original message is filtered to individual messages and processing
is started for these. The filtering operation entails reading the original input file
line by line, creating an individual output file for each message found in the
original file and writing the input lines to these individual output files. Due to a
coding error, individual lines or whole messages may not be written to the
output files. A similar threat may arise at processing layer’s edisends, where
messages are processed. However, this threat is eliminated with proper
testing, which should reveal errors in program code. Additionally, the original
file is kept in the Syslog database, so it is possible to recover from the error,
as long as the abnormal behavior is detected. Otherwise, the system is
almost totally immune to data loss.
The latter threat may arise because of faulty partner metadata or a fault in RP
logic. For instance, an error in partner’s info file may result in starting a wrong
edisend process. Problems may also arise if two partner instances are
created with the same identifier in the Partner database. The threats caused
by faulty partner metadata should be handled by creating standards for
maintenance procedures. A fault in RP logic may result, in turn, passing the
wrong file as an input to the sending process. Again, a threat concerning RPs
should be eliminated with proper testing.
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Security issues related to data communication should also be identified, and
handled

by

mechanisms

provided

by

TX,

operating

system,

data

communication software and firewalls. It should be noted that these issues
may pose severe threats to the overall service provided to the customers of
the service provider. However, handling these security issues is outside the
scope of the IRS design.

4.7 IMPLICATIONS ON VIRTUAL ENTERPRISE INTEGRATION
By implementing the designed IRS to TX, it is possible to route incoming textbased messages to the correct target systems in a generic way, regardless of
the message format and type, processing the messages if required. The IRS
is likely to simplify the interface between an ISP and its customers, as well as
the interface between the ISP and its customers’ partners, since it allows
these parties to “just” transmit pre-agreed types of messages to TX using any
data transmission supported by TX and rely on TX to route them in the right
format to the correct target systems. The downside is that each different
message type routed by the IRS requires programming a custom RP.
However, the amount of needed programming was reduced by identifying the
operations common to all RPs and implementing these just once. This
amount can most likely to be further reduced by fine-tuning the RP
implementation suggested in appendices A and B.
An alternative approach to the problem described in section 4.1 could have
been to design a single program that analyzes the content of every incoming
message and deduces the necessary information for making a routing
decision. However, the size and complexity of this program would grow very
large with increasing number of message types, making maintenance of the
system difficult. It would also represent a single point of failure. Moreover, this
type of solution would neglect the built-in capabilities of TX and forbid the use
of message references. Therefore, it can be argued that the solution
presented in section 4.4 better conforms to the objectives set in section 4.1
and to the capabilities set in section 4.2.1. More importantly, it can be argued
that the designed IRS conforms to the requirements of a generic routing
solution.
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How do companies benefit from utilizing the services of an ISP, then? How
does this strategy potentially affect a company’s preparedness to join a VE?
Moreover, what are the implications of the IRS on VE integration? As noted in
the beginning of this chapter, a company may purchase integration
capabilities from an ISP as a service. In this type of strategy, a company
connects to the ISP and lets it take care of the integration issues with its
partners transparently. This way, a company may alleviate the technological
anxieties related to B2Bi. Through an ISP, new technologies or standards can
be more readily adopted by non-IT companies, since the companies need not
develop a thorough understanding of these to leverage them. Based on this
assumption, a company’s readiness for VE set ups may be improved.
However, a company needs to consider how dependent on the services of an
ISP it becomes, in case it desires to switch its ISP or to a completely different
integration solution.
Another essential benefit of the ISP strategy is that a company does not have
to deal with the large initial hardware, software and consulting investments
involved in the set up of an integration technology solution, such as
integration server. Neither does it have to directly worry about the operating
costs that incur when running and administering the integration technology
solution. In case of SMEs, the initial investments or running costs often are
considerably large compared to the utilization. Additionally, the companies
leveraging ISP services need not possess all the required integration
expertise in-house. Hence, also SMEs may gain more variety to their B2Bi
options through services of an ISP and improve their preparedness for VE set
ups.
Of course, outsourcing the B2Bi services involves costs, while the magnitude
of these costs depends, among other things, on what services are purchased
and on what service level. For instance, an ISP may offer 24/7 service for its
customers. This may be valuable for a VE, if its partners conduct activities on
multiple time zones. The costs typically consist of elements, such as an initial
set up fee, data traffic fees and consulting fees. Moreover, new costs are
induced each time the services need to be changed, for instance when
customers of an ISP need to integrate with new partners. New waiting delays
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may also emerge, as there is an intermediary actor between the parties that
seek integration. The costs also spiral upwards when the number of partners
increases, since the amount of exchanged data grows. Compared to an
Integration solution leveraging Internet technologies and hosted by the
company itself, the ISP-oriented solution may prove costly, if changes need to
be made frequently to the portfolio of purchased services. Thus, the ISPoriented approach is likely to improve a company’s ability to take part in VE
set ups, as it has reach to the integration capabilities and expertise of an ISP,
but it may also lead to increased transaction costs and thereby inhibit VE
reconfiguration dynamics.
The designed IRS reveals some of the basic technical tasks of building an
integration solution. These include configuring the data communication
interfaces, implementing routing logic and programming message translators.
Earlier in chapter 3, it was noted that information needs to be exchanged
between back-end applications, between services, as well as between
business process execution engine and applications. More specifically,
information needs to be exchanged using correct transmission mechanisms
and it needs to be sent to the correct systems and in the correct format.
Regardless of the integration approach, these are the main tasks that VEs
need to optimize to achieve low-cost integration and reduced transaction
costs induced by switching.
In the IRS, the change case with minimum reconfiguration time is the one
where an ISP can use an existing interface to route messages to a new
partner of a customer. In that change case, only minimum changes to the
integration server were required. Depending on the required configuration of
data communication and security mechanisms, testing procedures and the
interface of the receiving party, such connection can be set up quickly.
However, this requires compatible interfaces from the partnering companies standards-based interfaces are not sufficient. On the other extreme, having to
specify mappings from a data representation to another, program the required
message translators and thoroughly test the resulting solution may require
time from several weeks to even months. From the perspective of a VE, this
is not acceptable. The aforementioned issues further support the suggestion
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for the need of pre-formation collaborative work of potential VE participants.
By having compatible, as well as ready-made, interfaces, VEs may achieve
effective, low-cost integration that supports dynamic reconfiguration.
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5. CONCLUDING REMARKS
In this thesis, virtual enterprise has been identified as a distinct collaborative
organizational form. A VE is dynamic network consisting of independent
companies, linked by modern ICT to exploit a limited business opportunity. It
can be seen as an evolutionary step from dynamic network, and its most
recent instance is agile virtual enterprise. The incentives for creating or joining
a VE have been grouped to internal and external. Some of the main internal
incentives are gaining access to partners markets and increasing flexibility. A
key external motivation is, in turn, coping with the turbulent markets and
shortened product life cycles. Moreover, the incentives are seen valid for both
SMEs and larger companies.
A VE is typically characterized by cheap, as well as opportunistic, formation,
limited existence, building upon core competences, extensive use of ICT,
reconfiguration dynamics and flexible company interfaces. Additionally, a VE
generally undergoes a distinct life cycle from creation and configuration, to
operation and eventual dissolution. The main operations of the first stage
include partners search and selection, contract negotiations, setting VE
strategy and governance principles, designing cross-company business
processes and configuring the VE ICT infrastructure. To ease partners search
and enable fast formation of a VE, the necessity of external entities has been
evaluated. External entities, such as VBEs, alleviate the formation issues that
arise from lack of preparedness, as well as heterogeneity, of partners, by
enforcing preliminary cooperation arrangements. These arrangements include
developing basis for common interoperable infrastructures and ontologies.
During operation stage, a VE executes the designed business processes in
order to meet its business objectives. As reconfiguration dynamics
characteristic suggests, partners can be added and removed during
operation. However, a VE must compare the potential benefits of
reconfiguration to the incurring transaction costs. Finally, a VE is dissolved
when the business objectives are met or when it becomes clear that the
objectives cannot be met. The dissolution may also be only partial, if the VE
business venture detects permanent market potential or if some of the
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companies need to stay committed to the VE in order to take care of the after
sales service. Therefore, it has been suggested that dissolution is only a
special case of dynamic reconfiguration.
As stressed in this thesis, the use of modern ICT is essential for VEs. ICT
provides the necessary link between VE companies, for instance, by enabling
companies to exchange technical and business information. In other words, it
enables integration between VE partners on a technological level. VE ICT
infrastructure should be flexible in order to support shareability, as well as
reuse, of components and adaptation to new business processes. Moreover,
it should support dynamic reconfiguration, by allowing individual components
be added and removed without breaking the system. The challenge of VE ICT
infrastructure configuration is formidable. This is a result of the requirements
that VE operation sets on infrastructures, but also of heterogeneity of
partners, and time constraints. Additionally, the lack of a widely accepted
reference infrastructure in this domain is forcing VEs to invest resources in
developing their infrastructures from scratch. Given the requirements that VEs
set on their infrastructures, it is not surprising that many VE research projects
have sought a solution to the VE ICT infrastructure configuration issues from
state-of-the-art technologies, including semantic Web services and agent
technologies. However, companies’ insufficient willingness and readiness to
adopt such technologies partly inhibit the efforts of including these
technologies as a part of VE ICT infrastructures.
VEs have also been identified in this thesis to set peculiar requirements for
B2Bi. Fast and cheap formation, frequent partner network reconfiguration and
limited existence are not issues that a typical B2Bi project runs into. In case of
VEs, coping with considerable heterogeneity is also likely to be required.
Moreover, VEs may require inter-company integration in four different levels:
safe transactions, applications, business processes and professional teams,
of which the first three levels fall into the domain of B2Bi. A solution aimed to
enable VE integration should also provide support for the entire VE life cycle,
including partners search and selection. To enable dynamic reconfiguration of
a VE, changing business processes and partners should be supported.
Additionally, the solution should be self-annealing. To further complicate
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things, the VE creation and changes should be made with minimum
transaction costs. However, a VE may only require integration in a specific
context, representing only a few of all the possible processes, which mitigates
the complexity of VE integration.
B2Bi aims to integrate applications, systems and business processes
between different companies. It fundamentally tries to solve the issues that
arise from heterogeneity of partner’s application semantics, information
content and platforms. Several B2Bi approaches, including IOI, SOI, BPOI
and POI have been developed to achieve proper integration solutions
between business partners. Moreover, the integration solutions consist of
multiple components, such as EAI, Web services, BPMS, middleware,
standards and security solutions. In this thesis, consideration has been put on
how these correspond to the requirements set by VEs. By using IOI, SOI, and
BPOI, or a combination of these, it is possible to build integration solutions
that conform to the first three levels of integration required by VEs.
Additionally, a VE may leverage POI to build a customer interface. However,
this approach does not allow end-to-end automation, which has been
identified as a key driver for B2Bi.
EAI was seen to influence companies’ readiness to join VEs, since crossorganizational business processes may require information simultaneously
from multiple systems. Therefore, it is necessary to have an unconstrained
information flow across a company’s internal systems. Another B2Bi
component, namely Web services, was considered particularly interesting for
VEs, since Web services promote low-cost, as well as loosely coupled,
composition of distributed applications and accelerated integration. Moreover,
SOA involves recording information of available services in a registry. The
possibility to leverage service registries to benefit VE partner search and
selection was also contemplated. However, public registries are not currently
available. Moreover, it was questioned whether necessary capabilities can be
represented as services and described by, for instance WSDL.
BPMSs were identified as an important component of BPOI. They allow
graphical modeling of business processes and connecting the systems
involved in the process model. In VE context, the lack of widely accepted
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business process modeling standards was seen as possible inhibitor of VE
BPOI. Standards, in turn, generally provide a foundation to build B2Bi
solutions. Fundamentally, standards mitigate the issues that arise from
heterogeneity of partners’ information semantics. Some standards, including
RosettaNet, also aim to interface certain business processes. RosettaNet, as
well as other similar vertical standards, may prove valuable for VE integration,
if companies within some specific industry already share the same
standardized information and process interfaces. The problem with B2Bi
standards is that they leave room for variation and generally are only as good
as the number of companies using them. A B2Bi component typically needed
to bridge the heterogeneity between partners’ systems is middleware. In this
thesis,

integration

servers

were

suggested

to

improve

companies’

preparedness to join VEs, since they offer capabilities for different types of
data communication, intelligent routing, data transformation and standards
conformance. However, data transformation often requires creating a
translator program, which causes delays for integration projects. Moreover,
configuration of security solutions was seen as a possible cause for delays in
VE integration and, thus cause for transaction costs. Delays may also occur
as a result of insufficient integration planning and improper testing, which
were identified as risks of B2Bi.
An evident trend in the B2Bi domain is movement towards services, SOA and
SOI. From the perspective of VEs, this trend is interesting, since SOI
approach is founded on open standards, it promotes loose coupling between
components, standard service interfaces, maintaining a registry of services
and composing services into distributed business processes. Additionally, the
solutions based on SOI should be realizable at a relatively low cost. As such,
services do not solve the issues that result from heterogeneity of application
semantics. This is one of the main reasons why services are, and need to be
paired with B2Bi standards or semantic Web technologies. While current
integration approaches and technologies enable integration between
companies, semantic Web technologies are eventually expected to enable
dynamic integration. At present, semantic Web technologies do not have a
role in B2Bi.
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One approach to B2Bi is to outsource the integration services to an ISP. In
this type of an approach, a company makes a single logical connection to the
ISP and allows it to handle the B2Bi issues transparently with its partners.
This way, a company does not have to bear the considerable costs involved
in the set up of an integration technology solution. Neither does it have to
possess all the required integration expertise in-house. In this thesis, it has
been suggested that this type of strategy may enhance a company’s
preparedness for VEs, by making it more susceptible to new standards, as
well as technologies, required by VE operation and by having access to the
integration capabilities and expertise of an ISP. However, the ISP-oriented
approach may introduce considerable transaction costs, if the portfolio of
purchased services needs to be changed frequently. Additionally, the running
costs need to be evaluated when choosing this type of approach to B2Bi.
So far, the requirements that VEs set on B2Bi and how the B2Bi approaches,
as well as B2Bi components, conform to these requirements have been
analyzed in this thesis. Moreover, the ISP-oriented approach to B2Bi has
been discussed in light of VEs. But, what is the effect of VEs on B2Bi, then?
Modern, dynamic inter-company collaborations, such as VEs, clearly require
flexibility from B2Bi solutions. As discussed, B2Bi fundamentally aims at
integrating business partners’ applications and systems, as well as
automating the business processes occurring between them. The efforts to
overcome the three barriers that arise from the heterogeneity of partners’
application semantics, information content and platforms have been so
formidable that less attention has been given to the costs involved in
achieving this integration and automation. It has been expected that B2Bi
relationships remain stable, that B2Bi costs are distributed on a longer time
span and that benefits of automation supersede the incurring costs. VEs seek
for rapid and low-cost formation that includes integrating the partners’ ICT
infrastructures, with the intent of changing partners during operation and
dissolving after the business objectives are met. Currently, there is no such
B2Bi approach or technology that could provide an out-of-the-box solution for
VE integration. All in all, VEs imply that B2Bi’s focus needs to be shifted from
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integration to dynamic integration. This most evidently is the effect of virtual
enterprises to business-to-business integration.
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APPENDIX A
!*********************************************************
! Class RouterRTE
!*********************************************************
base "syslog.cfg" SYSLOG
base "partner.cfg" RECIPIENT
function bfFindPartner(tIdentifier)
bRet := FALSE
if tIdentifier <> EMPTY then
RECIPIENT := find(sPARTNER,SAPPRN=tIdentifier)
if valid(RECIPIENT) then
bRet := TRUE
endif
endif
return bRet
endfunction
function tfDetermineProcessing(tFormat,tType)
tRet := EMPTY
tProcess := build(tFormat,"_",tType)
load(RECIPIENT.info,taInfo,"=")
tRet := taInfo[tProcess]
return tRet
endfunction
function bfLaunchProcessing(tEdisend,tFile,tIndex,tFormat,tType,tRecipient)
bRet := FALSE
fFile := tFile
if fFile.EXIST and tEdisend <> EMPTY and tIndex <> EMPTY and tFormat <> EMPTY\
and tType <> EMPTY and tRecipient <> EMPTY then
nCmd := system(build("edisend ","IRSINDEX=",tIndex," ",“IRSFORMAT=",tFormat,"","IRSTYPE=",tType," ",\
"IRSRECIPIENT=",tRecipient," ",tEdisend," ",tFile))
if nCmd = 0 then
bRet := TRUE
remove(tFile)
endif
endif
return bRet
endfunction
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APPENDIX B
!*********************************************************
! Class ORDERSD97ARouterRTE implements EDIFACTRouterRTE
!*********************************************************
message "UN-EDIFACT/97/draft/A/orders.msg" receiving
#include "../inc/RouterRTE.inc"
begin
tMessageFormat := "EDIFACT"
tMessageType := "ORDERSD97A"
nMessageCount := 0
nErrors
:= 0
tInputFile := pGW.ORIGINAL.NAME
split(tInputFile,taTemp,"_")
tOriginalFile := peel(tInputFile,build(taTemp[1],"_"))
SYSLOG := find(sSYSLOG,INDEX=number(pINDEX))
if not valid(SYSLOG) then
exit(1)
endif
tRecipientUNB := pUNB.S003.0010
if bfFindPartner(tRecipientUNB) then
tProcess := tfDetermineProcessing(tMessageFormat,tMessageType)
if tProcess <> EMPTY then
tTargetFile := build(sHOME,"/outgoing/IRS/1_",tOriginalFile)
copy(SYSLOG.x,tTargetFile)
if bfLaunchProcessing(tProcess,tTargetFile,pINDEX,tMessageFormat,tMessageType,tRecipientUNB)
then
exit(0)
endif
endif
endif
endbegin
segment UNH
nMessageCount++
endsegment
segment NAD g2
if e3035 = "SE" then
taRecipient[nMessageCount] := eC082.3039
if bfFindPartner(taRecipient[nMessageCount]) then
taProcess[nMessageCount] := tfDetermineProcessing(tMessageFormat,tMessageType)
else
nErrors++
endif
endif
endsegment
end
bfFilterMessages()
nIndex := 1
while nIndex < (nMessageCount+1) do
if taProcess[nIndex] <> EMPTY then
if not
bfLaunchProcessing(taProcess[nIndex],taSplitFile[nIndex],pINDEX,tMessageFormat,tMessageType,\
taRecipient[nIndex]) then
nErrors++
endif
else
nErrors++
endif
nIndex++
endwhile
if nErrors > 0 or nMessageCount = 0 then
exit(1)
endif
endend
function bfFilterMessages()

135

nUNHCount := 0
tInput:= SYSLOG.e
tLine := read(tInput)
while tLine <> EOF do
tTAG := substr(tLine,1,3)
switch tTAG
case "UNH":
nUNHCount++
if nUNHCount > 1 then
close(taSplitFile[nUNHCount-1])
if taProcess[nUNHCount-1] = EMPTY then
remove(taSplitFile[nUNHCount-1])
endif
endif
taSplitFile[nUNHCount] := build(sHOME,"/outgoing/IRS/",nUNHCount,"_",tOriginalFile)
system(build("touch ",taSplitFile[nUNHCount]))
print(tLine) >> taSplitFile[nUNHCount]
default:
print(tLine) >> taSplitFile[nUNHCount]
endswitch
tLine := read(tInput)
endwhile
if nUNHCount > 0 then
close(taSplitFile[nUNHCount])
if taProcess[nUNHCount] = EMPTY then
remove(taSplitFile[nUNHCount])
endif
endif
endfunction
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